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Abstract:

The paper describes a new vision of backup protection, focussed the application on transmission lines (it can be
applied also in other areas extending the criteria). One of the major today problems in HV Transmission
Systems is remote backup correct operation. The normal practice is the Zone 3 use, but this philosophy presents
limitations that have caused several blackouts, because no desired operation caused mainly by line overloads.
We can define in the grid Super nodes with the corresponding overlaps, extending the coverage that normally
exists for bus protection in Nodes.

As a Super Node is perfect balanced during normal operation (in a first stage we will not considered the
charging line effect), differential criteria can be used to detect any internal fault in a similar way as we do with a
Node but in this case, using PMU’s as sensors. The main difference is in the operation time that in case of Super
node will be time delayed because it is implemented as backup protection.

Introduction:

Overreaching distance relays tripping under load or under relative complex network topologies have played a
part in many major blackouts. Here some examples

On November 9th, 1965 in USA, distance relays have been identified as tripping undesirably on line loading
during significant system events. A backup distance relay initiated the November 9th, 1965 blackout when it
tripped on load on one of five 230kV lines out of the Sir Adam Beck No. 2 Hydroelectric plant on the Niagara
River in Ontario. The remaining four lines loaded up and tripped by their respective backup distance relays
immediately thereafter. Those relays where set with a load pickup of 375MW to provide stuck breaker
protection for breakers at the remote Burlington, Ontario substation. The relays load pickup was significantly
below the loading capability of the protected lines.

On August 14, 2003 blackout in USA is the most notable, recent event in North America demonstrating tripping
operations by distance relays during overloads.

On November 4th, 2006, distance relays have been identified as tripping on line loading during significant
system events. A distance relay on the Wehrendorf end of the Wehrendorf-Landesbergen 380kV transmission
line in North Germany operated on load during one of the most severe and largest disturbances ever to occur in
Europe. More than 15 million European households lost service and the UCTE system was split into 3 islands.
It was concluded that the distance protection operated as designed and might have prevented an even more
severe blackout as their operations resulted in the system separating in desirable pieces. [1]

PRINCIPLES OF PROTECTIVE RELAYING

To achieve the objectives specified in the Philosophy of Protection, everyone connected to the system shall
agree to install and maintain protective systems that have the following attributes:

1. Reliability - dependably detects and clears all types of electrical failures and still provides essential security
against incorrect operations.

2. Selectivity - maintain continuity of service through the isolation of only the faulted parts of the system.

3. Speed - provide operation in the fastest time possible, consistent with 1 and 2 above.

4. Simplicity - install the minimum amount of equipment and circuitry to achieve the above.

Jorge Cardenas, GE Digital Energy, Spain, Email: jorge.cardenas@ge.com, phone: +34661410313



mailto:jorge.cardenas@ge.com

Actual Trends in Development of Power System Protection and Automation
01 June - 05 June 2015, Sochi

Dependability and Security

Reliability is a product of two factors; dependability and security. For relay system protection, dependability is
defined as the ability to trip for a fault within its protective zone while security is the ability to refrain from
tripping when there is no fault in the protective zone.

While not practical to use, it could be of interest to illustrate the concepts by looking at the two extremes; 100%
dependability and 100% security. 100% dependability would be achieved by a protection system that is in
constantly tripped state, hence there is no possibility that there would be a fault that would not be detected.
100% security would be achieved by disabling the protection system entirely so that it could not trip. From this
we can see that while high dependability and high security are desirable, they will both have to be less than
100%. Generally, an increase in dependability will decrease security, and vice versa. However, measures to
increase dependability may not penalize security to an equal degree and the aim of a protection system design is
to find the optimum combination of the two factors in order to provide adequate reliability of the protection
system.

Redundancy is defined as ‘the existence of more than one means for performing a given function’. It is obvious
that protective relay system dependability can be increased by added redundancy as if one of the systems does
not trip for an in-zone fault, a redundant system may. Security on the other hand, is generally decreased by
increased redundancy as there are added devices in the system that may trip when not called upon to do so.
However, redundancy does not influence dependability and security to the same degree.

Actual protection backup philosophy in HV and EHV Transmission Lines

Backup protection philosophy for line protection basically has not changed since the time that distance
protection starting to be used as main protection for Transmission lines. That means, more than 60 years ago.

When Distance Protection is used, worldwide, it is accepted and standardized the protection scheme shown in
the Figure 1.

Figure 1. Stepped Distance complemented with Relay characteristics
Pilot Aided Schemes

Now, any faults that occur on the protected transmission line will be detected by the zones of protection on the
relay at each end. These relays will then proceed to open the breaker and clear the fault from their own
respective end of the line.

Similarly, each relay will also have ground stepped distance zones of protection, which are identical to that of
the phase stepped distance zones. The difference being that the ground distance element is used to detect single
phase-to-ground faults

This scheme is complemented with a Pilot Aided Scheme (POTT, PUTT, Blocking) to cover 100% of the line

with fast trip using Z1 and Z2. Z4 is used as complement for Blocking Schemes on in Hybrid Schemes (POTT
with weak infeed detection) and time delayed as busbar backup protection.
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Zone 3 (Z3), the third zone of protection is set to over-reach past the end of the second adjacent transmission line.
This third zone is used to act as a remote backup for that next adjacent transmission line, in case the protection on
that transmission line fails. To act as a backup and if the impedance of Line 1 and 2 are the same, Zone 3 is usually
set to extend to 220%, which is the same point as Zone 2 of the adjacent transmission line. Zone 3 must have a time
delay that is longer than the operate time of Zone 2 of the adjacent transmission line. This time delay is typically 1
second.

Limitations of Distance Measuring Criteria

(1) With only local measurements, and a small time window, it is difficult to determine fault impedance
accurately. For example, if the fault has an impedance ( Zf J 0), then the derivations of previous lectures

are no more exact. The impedance seen by the relay R, (fig. 2) for fault F also depends upon the current
contribution from the remote end.
(2) There are infeed and outfeed effects associated with working of distance relays. Recall that a distance

relaying scheme uses only local voltage and current measurements for a bus and transmission line. Hence,
it cannot model infeed or outfeed properly.

Consider the operation of distance relay R1 for fault F close to remote bus on line BC (fig. 2).
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Thus, we see that the distance relay at R1 does not measure impedance (Z, +xZ,,) . If there is an equivalent

generator source at bus E, then it feeds the fault current. Thus/,, and 7., are approximately in phase. This is
known as infeed effect. From equation (1), it is clear that infeed causes an equivalent increase in apparent
impedance seen by the relay R, .

From the relay’s perspective, the fault is pushed beyond its actual location. This itself does not sacrifice selectivity.

In other words, relay R; perceives fault to farther away from than its actual location and depending of setting and
network topology, fault can be detected or not by backup protection zones.
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Figure 2. Current Infeed




Back-up Protection

The objective of protection is to remove only the affected portion of plant and nothing else. A circuit breaker or
protection relay may fail to operate. In important systems, a failure of primary protection will usually result in the
operation of back-up protection. Remote back-up protection will generally remove both the affected and unaffected
items of plant to clear the fault. Local back-up protection will remove the affected items of the plant to clear the
fault.

Backup protection can, and in many cases does, play a significant role in providing adequate system performance or
aiding in containing the spread of disturbances due to faults accompanied by Protection System failures or failures
of circuit breakers to interrupt current.

Overreaching or backup phase distance relays providing primary and/or backup functions played a role in the
cascading portion of the 2003 Northeast Blackout in USA and have played similar roles in other previous and
subsequent blackouts. [2]

Remote Backup Disadvantages

Remote backup often requires longer fault clearing times and that additional circuit element be removed from the
system to clear the fault. While the latter usually has no worse effect on the transmission system than does local
backup relay operation, it does interrupt all tap loads on all lines that are connected to the substation where the
relay/breaker fails to operate.

The primary disadvantage of remote backup protection is that it can restrict the amount of load a circuit can carry
under emergency conditions. Generally, relays designated as Zone 3 relays provide this remote backup function for
phase to phase and three phase faults; however other relay designations may be used to provide the remote backup
function.

Historically from a security perspective, there have been several cases where remote backup relays (Zone 3) have
been involved in significantly expanding system outages by tripping due to unexpected loading during some system
contingencies. Less obvious are many times that remote backup (Zone 3) relays have unintentionally operated to
remove uncleared faults from the system or to halt cascading outages.

Difficult to Study- It is generally more difficult to study power system and Protection System performance for a
remote backup actuation. This is because more power system Elements may trip. Tripping may be sequential and
reclosing may occur at different locations at different times. For example, tapped loads may be automatically
reconfigured and prolonged voltage dips that may occur due to the slow clearing may cause tripping due to control
system actuations at generating plants or loads. It is very difficult to predict the behavior of all control schemes that
may be affected by such a voltage dip, thus it is very difficult to exactly predict the outcome of a remote backup
clearing scenario
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Figure 3. Protection Failed at one end[3]
New Vision of the Problem of Backup Protection

As we have observed, the actual backup protection philosophy has several disadvantages cause mainly by the lack of
information in the local backup units and the algorithms used, limited only to work with local information



This is the main reason because we can say that the actual backup protection philosophy has reached its limit and a
new vision and paradigm is needed using not only local information, but also remote one.

In the new proposal, Zone 3 is not strictly needed any more (it can be kept “freeze” and ready to be activated if the
needed arrives). With is became true “the best solution for a problem is to eliminate the problem, so, we don't need
to think in the solution”. As Zone 3 is the problem if we don’t depend on it, we don’t need to think in all the
problems associated with this solution.

Question is: What is the alternative?.

Alternative proposed is a combination of differential protection using information from PMU’s combined with a
rational use of the inherent characteristics of the electric network.

The proposal is as follows:

We can define in the grid Super nodes with the corresponding overlaps, extending the coverage that normally exists
for bus protection in Nodes.

As a Super Node is perfect balanced during normal operation, differential criteria can be used to detect any internal
fault in a similar way as we do with a Node but in this case, using PMU'’s as sensors. The main difference is in the
operation time that in case of Super node will be time delayed. Doing this, a new protection philosophy based on
“three defence lines” can be applied (*):

o Primary protection (as usual, distance, line differential) as the first defence line.

o First Backup selective protection: Differential (Active Power) time delayed with PMU (200 to 300 ms could be
sufficient). Other criteria as current differential or directional also could be used. Active Power is preferred
because it is inherent non-affected by Line Charging, Inrush current from transformers. Differential criteria
works well with none, or reduced infeed during faults as in case with non-renewable (wind and solar) energy
sources. This is the second defence line.

e Second Backup Protection: As usual, BF, Zone 3, Overcurrent, etc. (disabled while First Backup is active and
automatic enabled if First Backup is non-active or failed). Alternative second (no deterministic) defence line.

o System Integrity Protection: SIPS or equivalent to maintain the stability of the Network as a third defence line.
Alternatively, other methods as planned islanding and emergent frequency and voltage control to prevent
expansion of an event into a large area power blackout.

Paper develops this new proposal, bringing the user the advantages of using synchrophasors for protection, to solve
problems unsolved until now. The enclosed picture can give us better idea of the solution proposed:

As in the example, in case of fault in F1 and breaker 3 fail to open, Area Al will trip time delayed (breakers 1, 7, 8
and eventually 2). If breaker 4 is open correctly by primary protection, a signal to remove in the PDC the PMU
signals from breaker 3 in A2 is given preventing this area to trip. This is a similar technique used in trip for breaker
coupler in bus protection (double bus arrangements). In this case, combined with remote breaker open criteria used
in line pilot schemes.

(*) Philosophy of “three defence lines” has been successfully applied in China since many years ago, but using
another criterion for the second defence line.
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Differential Algorithm

In order to minimize the impact of charging current and transformer inrush (during energization), it was decided
to analyze a Power Differential Protection [8]. Power differential protection tripping characteristic is based on
power differential in function of restraint power calculated for the super node. As the most sensitive in the case
of solidly-grounded system the positive-sequence power was selected.

The adequate criteria are as follow:

Ppiff = 1P1,1 + P12 + -+ Pqnl/n«

PRest = Max(IP1,11,1P1,2], ...,IP1 nl)
where:

P1 — Positive-sequence power in per unit calculated as: P1 = U1 - 11

n — n-th PMU of the super node

It was found that under high resistance faults, it was difficult to discriminate internal from external faults
(Figure 7).

The above algorithm was combined with a power directional algorithm to discriminate internal from internal
faults. Results can be observed in Figure 8. Fault locations in Figure 7 and Figure 8 correspond to fault locations
from the model in Figure 5.
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Figure 8. Response with differential algorithm associated with directional criteria
Conclusions

o Power Differential Algorithm combined with power directional criteria give a very good response a
correct fault discrimination with any kind of faults.

o Test were made using only two PMU'’s sending information at 50 values per second. We can observe
the minimum operating time in Figure 6. This time is much smaller than typical delay for Zone 3. For
coordination, additional time may be required.

o Research is at early stage, but with promising results. Further work will be needed to define the final
structure of the most suitable algorithm and also tests on other more “standard” network models.

o Phasor Measurement Unit (PMU) technology provides phasor information (both magnitude and phase
angle) in real time. The advantage of referring phase angle to a global reference time is helpful in
capturing the wide area snap shot of the power system. Effective utilization of this technology is very
useful in mitigating blackouts and learning the real time behavior of the power system. With the
advancement in technology, the micro processor based instrumentation such as protection Relays and
Disturbance Fault Recorders (DFRs) incorporate the PMU module along with other existing
functionalities as an extended feature. The IEEE standard on Synchrophasors (C37.118) specifies the
protocol for communicating the PMU data to the Phasor Data Concentrator (PDC).
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1 INTRODUCTION

This paper relates to a new protection paradigm where corrective, adaptive and predictive
relaying features are introduced.

The value of corrective relay operation can be assessed by looking at the situations when relay
mis-operations occur. Analysis of recent historical blackouts has revealed that the power system
catastrophic events happened following consecutive cascading events such as transmission line
outages, overloads and malfunctions of protective relays [1]-[3]. In general, cascade events can be
divided into two time stages. In the first stage, successive events are slow enough to be analyzed as
steady-state. If no action occurs to restore the grid to the normal operation condition, and meanwhile
several major disturbances occur causing fast transient stability violation, a system collapse will
happen. This stage is named as second or irreversible stage. Early prediction and proper control
actions during the first stage can prevent further unfolding of cascade events.

When a transmission line is tripped due to the operation of protective relays, a relay mis-
operation detection tool can confirm whether the relay operation was correct or the transmission line
was healthy and incorrectly tripped [4]. The advantages of such tool could be itemized as higher
reliability and redundancy, faster restoration and enhanced critical decision making during
disturbances [5]. This tool can also support the reliable implementation of new applications such as
transmission line switching (topology) control [6].

The value of adaptive relay operation [7]-[10] may be assessed by looking at the situations
where adaptive features are desirable. So far, the protection challenges raised by DG integration in the
system have been mostly looked at from the distribution side. However, with high penetration of DGs
in the network, the protection concerns extend to transmission level also. According to the literature
[11]-[12], one of the challenges that high levels of DG penetration create for the power transmission
system protection is unintended bulk DG tipping following a disturbance in the transmission system.
The interaction of system dynamics with sensitive control and protection measures which are
necessary, according to IEEE standards, to prevent or minimize the existence of an inadvertent island,
could lead to unintended tripping of DG. For example, if a short-circuit takes place in the transmission
grid and its effects on voltage are propagated downstream to the distribution level, it may provoke the
disconnection of a large amount of DG. Since these DG plants are tripped, a sudden increase in power
flow coming from upstream takes place in this network area. This may provoke cascading operation of
distance relays in transmission lines as a result of overload situations.
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Fig. 1 shows the impedance trajectory seen by a relay in the vicinity of DG bus when 500 MW
of DG is tripped following a three phase fault in the transmission level in New England 39 bus system.
As it could be seen, the DG tripping has pushed the impedance trajectory into third zone of the relay in
the vicinity of the DG bus and might lead to the relay false tripping.

The value of predictive relay operation may be assessed by looking at the situations where
occurrence of faults may be predicted based on historical data. Weather factors are primarily
responsible for the outages [13]. The severity of weather is predicted to become progressively worse
[14]. The operation of electrical systems, particularly in an overhead structure, is very sensitive to the
weather conditions. Therefore, it is imperative to come up with corresponding strategies. One of the
promising solutions is to have a way of implementing weather-aware protection in a predictive
manner. It is shown that the application of weather data may bring additional benefits to the outage
management [15]-[16].

The question of how to correlate weather data from various sources with power system data
remains a challenge. Such correlation requires the ability to leverage the geospatial nature of
predictive information. In this case, utilizing Geographical Information System (GIS) is the key for
correlating different layers of data for geospatial analysis. Within the traditional concept of utility, GIS
is defaulted as a visualizing mapping tool. Yet, the spatial-temporal information can render not only
the geographical visualizations but interpretation of different data layers. The flow of data provides
useful knowledge extraction which enables better decision-making process for a utility operator.
Further study is needed how this information may be utilized to develop predictive protection strategy

Figure 1: The apparent impedance
trajectory for a scenario of DG
tripping following a three phase
fault clearing
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2 EXAMPLES OF TECHNIQUES USED TO SOLVE THE PROBLEM

2.1 Relay mis-operation detection tool (example of corrective relaying strategy)

Fig. 2 depicts a typical transmission line setup with the event-triggered measurements from both
ends. As it can be seen, the line can be monitored by different substation IEDs at both ends (details are
only shown in substation 1). When a fault (or disturbance seen as a fault by the protective device)
occurs, several IEDs can be triggered and they will capture event measurements. The assumption is
that the data samples are synchronized and time-stamped using the Global Positioning System (GPS),
and a high-speed communication link between substations and control center is available. The relay
mis-operation detection tool implementation is illustrated in Fig. 3. Following is the description of
each step.

Step 1. DFR/DPR Events Import: The required IED device data consists of voltage and current
samples captured by DFR or DPR. The fault data and system model data are necessary inputs for the
tool to run and operate correctly and accurately. The involved DFR and DPR devices varied by
vendor, types, and vintage. All data files from different vendors have been converted in unified
COMTRADE file format (IEEE C37.111-1999).

Step 2. System Model Import: The system model topology is obtained from the PSS/E (*.raw) file
and used for pairing the event files coming from two ends of the same transmission line.

Step 3. Pairing the Two-end Data: There can be multiple IED files created during a disturbance at
different substations. Utilizing the network topology from the system model, the IED files from the
neighboring nodes are paired to extract the two-end measurement data corresponding to the
transmission line between the buses.

Step 4. Re-sample and Align: After the two-end data are paired, they are processed in order to extract
data samples for instantaneous voltage and current signals measured at both ends of the line. The
extracted data samples are re-sampled and aligned (when the triggering time was not the same) in
order to obtain the same sampling rate at both ends as well as synchronized samples.

Step 5. Relay mis-operation detection: The relay mis-operation detection tool core algorithm has
been introduced in [17], [18]. Here, we provide an overview of relay mis-operation detection core
algorithm implemented as a part of the proposed tool. In Fig. 4,7;(s) and 1, () represents voltage and
current measured at one end (Bus 1) of the line at instance t. Similarly 7, (z) and I, (¢) represents

voltage and current measured at the other end (Bus 2) of the line. Instantaneous powers calculated at
both ends are:

Pl(f)=V1(f)><Il(t) . B@)=Vo()xI5(1) 1)

During the normal operation, A (z)and P, () will be in phase opposition to each other for the

current directions assumed. However, for the faulty phases, when the fault is initiated, they will be in-
phase with each other. For un-faulted phases the phase opposition will be maintained even after the
fault inception. If a load level change or a fault in neighboring line occurs, the calculated instantaneous
powers will remain in opposite direction. Therefore, the method can discriminate load level changes or
external faults from internal ones. To represent this feature mathematically, we use signum function
which is defined as:

-1 x<0
sgn(x)=<0, x=0 2
1, x>0

We calculate sgn(A(s)) and sgn(P;(z)) and plotted the difference for each phase.
Psgn(z) =sgn(A (1)) —sgn(F (1)) 3

Theoretically, before a fault has been initiated, this difference Psgn(z) should be +2 and after
fault occurrence Psgn(z) should be 0 on all faulty phases. We used the change of difference of sgn() to
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detect fault instant as (3). However, due to transients and noise in the measurements, some outliers
exist. To avoid incorrect decisions caused by outliners, a moving window of 5 ms is used to check
whether at least 80% of Psgn(z) are zero, which indicates a fault.

Step 6. Detailed Report: The results of relay mis-operation detection tool are provided in the form of
detailed analysis report. As shown in Fig. 3, the outcome of the analysis may be: a) no fault, which
means that the tripped line may be available to switch back in; b) fault detected and operation of relay
has been confirmed, which means no need for a corrective action.

2.2 Support Vector Machine Based Protection Scheme (example of adaptive relaying strategy)

Recently, supervised learning techniques have attracted attention in various power system
disturbance analysis studies such as power swing detection and fault detection and classification.
Among these techniques, Support Vector Machine (SVM) is shown to be an accurate and easy to train
method. SVM is a learning method based on the statistical learning theory. In this method, the idea is
to map the original input space into a high-dimensional dot product space which is called a feature
space, and determine the hyper-plane in the feature space to maximize the generalization ability of the
classifier. The optimal hyper-plane is found by deploying the optimization theory, and respected
insights provided by the statistical learning theory.

Implementing SVM method involves separating the data into two categories: training and
testing data sets. These sets include instances each of which contains a label (target value) and
multiple features (observed variables). The SVM goal is to create a model based on the training data
sets which could predict the labels for the test data sets if the features of the test data sets are given to
the model.

In this study a SVM based protection scheme is proposed which enables the relay to detect a
DG tripping case from faults. The output of the SVM module and the distance relay pick-up signal
together identify the trip signal as shown in Fig. 5. Proper input features for the SVM could be chosen
from the principal component analysis [19]. The input feature vector includes the following
measurements at the relay installation point: the bus voltage, branch current, active and reactive power
flows. The following are the steps of implementing the proposed algorithm:

Step 1. Instances preparation:
Simulation of multiple DG tripping cases with different parmeters: fault location, DG tripped capacity,
and DG tripping instant.

Step 2. Feature extraction:
Monitoring and recording the features extracted by principal component analysis (PCA).

Step 3. Training set data preparation:
Randomly choosing the training set out of all the simulated instances.

Step 4. Kernel parameter selection:
Having chosen RBF kernel function, the cross-validation technique is implemented to obtain the
proper kernel parameters in training the SVM.

Step 5. SVM training:
Train the SVM based on the obtained kernel parameters.

Step 6. SVM testing:
Test the SVM for the testing data set, i.e. the instances not chosen as training instances.

2.3 Weather Impacts on Outage Management (example of a predictive relaying strategy)

Vegetation contact on distribution lines is one of the most common fault types. The fall of tree
limbs and trunks are due to the large wind. An example provided examines the utilization of GIS for
outage prediction in the context of faults caused by the lack of tree-trimming. This requires an
understanding how typical power system data is correlated with the GIS containing the wind and
canopy height data. These sources are used as inputs to generate outage vulnerability assessment for
different geographic areas, and then correlate it with feeder data for outage mapping. In general, data
used for this types of analysis must be properly chosen and processed for specific application
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purposes. The data sources will be shown first, and then an example correlation will be demonstrated
using a GIS platform named ArcGIS [20].

The power system data used in this example is extracted from the Storm Vulnerability
Assessment tutorial from Esri [21]. The components utilized are primary overhead feeders.

The wind forecast data is from National Digital Forecast Database (NDFD) [22]. The data can
be accessed through graphical user interface (GUI) (named “tkdegrib”) provided by NDFD and then
converted to Shapefiles (polygon data format) for further processing in ArcGIS [23].

The canopy height data used in the analysis is the three dimensions Global Vegetation Map
[24], [25]. The data format is raster at 1 km resolution using data from the Geoscience Laser Altimeter
System (GLAS) aboard Ice, Cloud, and land Elevation Satellite (ICESat) [25]. The average canopy
height in each grid cell is recorded.

In the example, the process of data correlation is presented below.

Step 1. Process Vegetation Data
The vegetation data were masked to obtain the grid cells containing the area for just the distribution
network.

Step 2. Process Wind Data
The wind polygon data were clipped to match the processed vegetation polygon.

Step 3. Correlate vegetation and wind data and then perform the vulnerability analysis

The data from the wind polygon were spatially joined with the vegetation polygons. This resulted in
each cell containing both canopy height and wind data which allows for analysis given a set of rules -
e.g., wind speed will be taken into consideration first prior to the canopy height data. Each grid cell is
then labeled for prioritizing in the outage search sequences.

Step 4. Identify the system components in each area and output results

It should be noted that one component (e.g. a line) may stretch across multiple polygons or grid areas
(i.e. not just inside a single area). While correlating other data layers with power system data layer, the
power system must be divided into different areas where components may be separated into multiple
pieces to account for this.

By correlating the different data layers, the region with high wind speed and large canopy
height data could be identified as the potential outage area.

3 RESULTS AND BENEFITS

3.1 Relay mis-operation detection tool (example of a corrective relay tool)

The relay mis-operation detection tool has been tested against various simulated and field data
test cases. The following two examples demonstrate how the tool behaves in the case of a fault as well
as relay mis-operation. In both cases, the sampled data are taken from actual IED device in field.

As shown in Fig. 6 (a-c), the instantaneous powers from two ends at phase B and C are in the
opposite direction before and after disturbance. While in phase A, the direction has been changed after
fault initiation time. As a result, the output of the relay mis-operation detection tool reports “phase A
to ground fault”. Fig. 6 (d-f) depicts plot of Psgn(s) with respect to the time for three phases. It can be

seen that in phases B and C less than 80% of the total samples are zero. However, more than 80% of
the total samples of phase A is zero.
Fig. 7 shows the same type of output plots for a relay mis-operation test case. Fig. 7 (a-c)

depicts instantaneous power P(r) and P(r) calculated based on data captured by DFR units at the two
ends of transmission line with respect to time. In this case, the information received by utility shows

D’ Figure 5: Proposed scheme block diagram

Distance relay
elements
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that the fault occurred on a neighboring line. Does not read right due to single phase fault (ag) while
the later investigation of the case reveals that the relay mis-operates due to a single phase fault on an
adjacent line.

From Fig. 7 (a-c) one can observe that the opposite direction of instantaneous powers from two
ends stay the same before and after disturbance. As a result, the output of the tool indicates “no fault”
condition. Fig. 7 (d-f) shows plot of Psgn(z) with respect to time for three phases. It can be seen that
less than 80% of the total samples are zero which means no fault has been detected in any of three
phases.

3.2 Support Vector Machine Based Protection Scheme (example of an adaptive relay tool)

In this study, the SVM is trained for unintended DG tripping scenarios in New England 39 bus
system. To train the SVM, multiple instances have been simulated which include: fault on multiple
points along the third zone of the target relay, various DG tripping capacity, and multiple DG tripping
instants following the fault. The input vector for the SVM includes the difference of feature values
with those of previous cycle. The sampling rate is considered 10 samples per cycle. Considering
multiple scenarios for creating the data sets, 25000 instances of DG tripping cases and faults are
provided. 15000 instances are chosen randomly as training data sets and the rest as the testing ones.

In the next step, a proper Kernel function and its corresponding parameters should be chosen
and determined to train the SVM. For this purpose radial basis kernel function (RBF) is deployed.
RBF kernel needs two parameters to be determined: C and y. The C and y values, which are best for a
given problem, are not known beforehand; so, a parameter search should be done. The values which
enable the SVM to predict the testing data sets accurately are desired. As mentioned above, the data is
divided into two sets one of which is considered unknown. To examine of SVM performance more
precisely, the prediction accuracy for the unknown set has a key role as it could be considered as an
independent data set. The cross-validation technique [26] is used as an improved version of the search
procedure for determining C = 32768 and y = 32 for the RBF kernel. It was seen that the SVM reaches
the accuracy of 93.7% with the selected kernel parameters. Therefore, the SVM detects the DG
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tripping cases with a high precision which prevents the relay miss-operation and probable cascading
failures on such unintended bulk DG tripping cases.

The other advantage of the proposed protection scheme is that it could be implemented in
combination with other additional protection schemes such as power swing blocking and that way help
maintain the power system protection dependability and security effectively.

3.3 Weather Impacts on Outage Management (example of a predictive relay tool)

Fig. 8 shows the final results from this example. Fig. 8 (a) shows the power system and wind
data layers where the larger wind speed is at the right hand side. Fig. 8 (b) shows the power system
and canopy height data where different saturation levels of green color represent different height of
canopy. Fig. 8 (c) shows the result of combining each of these layers together. Based on the wind and
canopy data, the first three areas should be searched by the dispatched crews are labeled in Fig. 8 (c).

The example discussed here is intended for the prediction purposes but can be also applied to
real-time operations stages (search for outages with insufficient outage report information). In the
reality, the localized nature of weather conditions (e.g. various types of storms) means that the process
for corresponding types of outages may be very different than what is described in the basic example
provided here. The rules used to characterize risk or response priority should be based on real
conditions and past experience.

The selections of input data are critical for the data correlation provided here. The level of
attribute detail provided has critical impacts on the model results. For example, Fig. 9 shows the wind
data from reference [27] with the Kriging function in Geostatistical Analyst in ArcGIS. Kriging is a
technique for interpolating predicting values of location with no measurement data. In Fig. 9, there are
only 4 data points which do not render very effectively adjacent polygons for further analysis. As
shown, the area where the network intersects is not reasonably subdivided.

Similarly, the wind speed data downloaded from the live feeds of NDFD [28] contain only 4
data points. The layer file does not contain additional attribute information which can be used for
further processing. These data simply visualize wind speeds, and are not readily usable.

(@) (b) ©

Figure 8: Data layer correlations. (a) Power system and wind data. (b) Canopy height and power system data. (c)
All three layers of data

Figure 9: Only 4 data points available from [22] for
kriging
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4 CONCLUSION
Based on the discussions in the paper the following conclusion can be reached:
o Corrective, adaptive and predictive relay features are feasible
e Such protection paradigm has distinct benefits but requires additional data or equipment
e The test results illustrate the robustness of the solutions
e The practical use of such a protection paradigm is yet to be fully explored
e Future steps are needed to identify other applications that may benefit from such a paradigm
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Summary

The introduction of the process bus and station bus to modern digital substations has raised many
questions and concerns. Protection Engineers are responsible for ensuring that protection and
automation systems have an adequate level of redundancy to be considered suitable for critical power
system applications.

Many new methods and technologies are now available that offer the means of providing this
redundancy; however the temptation to introduce many of these at once could lead to a design that is
unnecessarily complex, difficult to test and unreliable in practice as a result.

For example it is now possible to design a process bus architecture whereby protection relays
subscribe to multiple sampled value streams from redundant merging units. However the question of
whether this is actually necessary is a valid one. In a conventional substation such a design
philosophy would equate to protection relays being wired to multiple redundant instrument
transformers, which is not common practice nor indeed desirable.

This paper will review the contemporary protection engineering principles that have been used for
many decades to engineer redundant systems and then seek to establish how these same techniques
can be applied to new digital substation architectures.

Methods and technologies that will be reviewed include:

e Network redundancy protocols such as IEC 62439 Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR).

e The architecture of the process bus, station bus and time synchronisation network. For example
how merging units are connected to Intelligent Electronic Devices (IEDs) and how connections
are made between substation bays to share sampled values and GOOSE messages.

e Where protection and automation functions are distributed across the IEDs, merging units and
other devices in the substation.

The objective of this review is not to propose an ideal or target architecture, since the design of
suitable solutions depends on the application in question. Instead, it will seek to identify how these
methods need to be considered and what trade-offs exist from their use.



Introduction — How Have We Previously Achieved Redundancy?

The principle of redundancy is a long established requirement for substation protection systems in
order to achieve reliable power systems.

A definition in the context of protection and automation is the provision of sufficient duplicate
components so there is at least two independent protection functions, each of which is sufficiently
capable of carrying out the required function on their own. We often refer to these two systems as
‘Main 1’ and ‘Main 2’ (see Figure 1) [1].

Figure 1 - Fully Redundant Main 1 / Main 2 Line Protection Scheme [2]

This architecture is provided because 100% perfect reliability of any single device is not possible to
achieve in the real world, therefore to improve reliability of the complete systems to an acceptable
level, we design so that the failure of a component does not disable the overall protection system.

Although redundancy and backup are often confused as the same thing, they are actually two
distinctly different properties; a redundant system will provide a duplicate function that is of equal
performance to the primary, whereas a back-up system may still provide protection but be of inferior
performance. One example of a redundant protection system would be a Main 1 distance pilot
scheme with a Main 2 stepped distance scheme. A back-up to Main 1 could be simple overcurrent
protection, which does not provide the same level of sensitivity or speed as a redundant Main 2
system [2].

Some designs in a conventional protection system that will achieve this redundancy would include:

o Duplicated circuit breaker trip coils

e Duplicated DC power supplies for IEDs and tripping circuits

e Separate current transformers, or duplicated secondary cores

¢ Minimising potential for common mode failure between Main 1 and Main 2 systems, such as
maintaining physical isolation, and by using different operating principles (this ensures that
the two systems are truly ‘independent’ to one another)

As will be discussed in this paper, we can often accept a lower level of redundancy where back-up is
provided and we then assess that this will result in a sufficiently reliable overall protection system.



Sometimes a lower level of redundancy would be accepted where the consequence of failure is less
severe. For example, it is common for some distribution systems to provide backup protection, but not
redundant Main 1 / Main 2 systems. Such an assessment however is very subjective which is why it is
common for different design philosophies to be used between different end users.

Digital Substation Architecture — New Considerations

Figure 2 — Digital Substation Architecture

When we look at the architecture of a digital substation, it is apparent that many new technologies are
available. However, the overall principle of protection redundancy must be maintained even with this
new architecture as it cannot be allowed that the failure of a single device results in the complete loss
of system protection. For example IEDs can now send commands to circuit breakers through the
process bus rather than with copper connections, but the process bus should incorporate sufficient
redundancy so that the failure of a single Ethernet switch does not result in the failure of a GOOSE
trip signal being transferred.

As an example of how some Engineers have approached this problem, consider the conceptual
design of the first example in Figure 3.

Figure 3 — Options for Protection IED Subscriptions to Merging Units

Because any device can potentially subscribe to any merging unit on the process bus, it is possible
for a design architecture like this first example whereby the protection IEDs subscribe to multiple
instrument transformer sampled value streams via redundant merging units. However the question of



whether this is actually necessary is a valid one. In a conventional substation such a design
philosophy would equate to protection IEDs being wired to multiple redundant instrument
transformers, which is not common practice nor indeed desirable, as it is accepted that if one of the
instrument transformer circuits were to fail that the Main 2 system will provide sufficient backup. Often
the sampled values from the merging unit do not need to be shared to other devices, therefore a
point-to-point connection could be entirely suitable as shown in the second example of Figure 3. This
also aligns with the principle of the two main protection systems being independent of one another.

The architecture of the first example may in fact not be any more reliable than the second when
considering a single device failure scenario, and it is also probably more difficult to commission,
troubleshoot and maintain. In both cases there is no single point of failure but the first example is
significantly more complex. This illustrates a key point that although it is possible to implement more
sophisticated designs to add redundancy with new digital substation technology, it does not
necessarily mean that it is always appropriate to do so [3].

What then are the key new components to a digital substation that will need to have redundant
designs? Referring back to the conceptual architecture in Figure 2 we can see new points of common
mode failure that require consideration and will now be analysed in detail:

1. The Ethernet network (both station bus and process bus)

2. The time synchronisation network

3. The functional architecture of protection functions, since these may now be distributed across
the substation within different IEDs

Substation Ethernet Network Redundancy

Logically, we can group the two Ethernet networks in a digital substation into two buses; the station
bus and the process bus. Though these are separated as logically distinct systems they can be made
of different components with varying levels of redundancy. For example the process bus connections
between some merging units and IEDs could be point-to-point with no network redundancy whereas
others could make use of a redundant protocol like PRP. There may even be components that are
used for both the process and station buses, for example in the figure below GOOSE signals are used
in both process and station level signal exchange from the protection IEDs.

The types of network redundancy technology that can be used for the substation Ethernet network
can be grouped into three categories:

1. No automatic redundancy (point-to-point link)

Figure 4 — Point-to-Point Network Connection



In this case the Ethernet connection is a point to point link only. In the event of failure the connection
must be manually repaired to re-establish communication. This could take the form of a single
Ethernet connection from an IED to a network switch, or a single connection between merging unit
and an |IED as in Figure 4.

Such architecture relies on back-up devices (Main 2) to provide redundancy to the system, rather than
redundancy of the Ethernet network. But this approach could be perfectly acceptable since a failure
would have to occur on both the Main 1 and Main 2 simultaneously for the complete system to be
disabled.

2. Passive network redundancy

Figure 5 — Spanning Tree Protocol

Some networking technologies offer redundancy but will cause system outages for a certain period of
time while communication is re-established. For example Rapid Spanning Tree Protocol (RSTP)
which is very commonly used in substation LANs, may take hundreds of milliseconds to reconfigure
when a link is broken [4], during which time no signals such as GOOSE can be exchanged between
the isolated parts of the network (Figure 5).

Another example of passive redundancy is ‘hot standby’, which is a term used for devices with a
back-up network interface that is only activated in the case of the primary interface failing.

The advantage of these technologies is their simplicity; they require very little configuration and
training to staff who may be new to networking and digital substation principles. However they are not
a suitable choice where system down time is an issue, for example an application that requires a
consistent sampled value stream, or a transmission application where a few hundred milliseconds of
protection unavailability would pose an unacceptable threat to grid stability.

3. Active network redundancy

Figure 6 — Parallel Redundancy Protocol



The international standard IEC 62439 defines two network redundancy protocols that can be used for
substation Ethernet networks; PRP and HSR [5]. Some other protocols do exist but are not
interoperable solutions and not considered in this paper.

These two technologies differ to other protocols in that they are termed as ‘bumpless’ whereby
recovery time in the case of failure is zero.

PRP (Parallel Redundancy Protocol) uses a double-star architecture. Two messages are sent to two
different networks simultaneously. HSR (High Availability Seamless Ring) as the name suggests uses
a ring architecture. Like PRP two messages are sent from each device, but these traverse the same
LAN in opposite directions.

Compared to HSR, PRP has the advantages of:

e |t can support twice as many devices for the same network bandwidth

e |t does not require that all devices in the system support PRP or HSR (devices can be singly
attached to only one network if full redundancy is not required)

e Flexibility of LAN structure — since it is possible for the two LANs to have different
architectures and use different technology

The disadvantage of PRP is that it requires more investment in network components compared to
HSR since the network must be duplicated.

Figure 7 — High Availability Seamless Ring Protocol

It is entirely possible and indeed recommended that PRP and HSR networks are mixed with one
another depending on the application. For example ‘LAN-A’ shown in Figure 6 may actually be formed
using a HSR ring, or it may use another redundancy technology such as RSTP. It is recommended to
not restrict the networking technologies that can be used, so that Engineers may select the optimum
solution for the application.

The application requirement is the determinant factor for what level of network redundancy is
required. In some systems there may be a high risk of Ethernet network failure, or a separate ‘Main 2’
system may not be provided, in which case a bumpless redundant network protocol such as PRP
might be required. In other cases a simple point-to-point link could be completely sufficient.



Time Synchronisation Signal Redundancy:

One new consideration with the introduction of the process bus is the provision of accurate time
synchronisation signals. Process bus applications require sampled value measurements to be
synchronised very accurately. If an IED receives sampled values from different sources, for instance
voltage measurements from one merging unit and current measurements from another, then
protection maloperation could occur if these samples are not properly synchronised. Because of this
risk, the same redundant design principles also apply to the time synchronisation network.

Redundant time sources

Currently the most popular means of providing a source of global time synchronisation is using
satellite signals from the Global Positioning System (GPS). This is a very accurate and cost effective
solution but has some disadvantages, namely it is a single source of failure. In addition to the risk of
GPS system failure, there is the potential threat of GPS signals being jammed or spoofed for
malicious purposes [6].

However not all applications require time signals to be globally synchronised, so long as all samples
are synchronised to the same local clock. For example, in applications that are limited to within the
substation such as bus bar protection, there is no risk if communications to GPS satellites are lost as
the function can still continue to operate as normal. In such scenarios redundant time sources may
not be necessary. This situation is even simpler in cases such as feeder protection where all samples
may emanate from the same merging unit, so real time is irrelevant to correct operation.

In the case where the samples being compared are geographically dispersed, such as line current
differential, then global synchronisation is very important. If the clocks at either end of the line are not
synchronised to one another then a differential current may be wrongly observed resulting in mal-
operation, unless the relay scheme offers suitable mitigation.

In such a situation it is necessary rely on back-up protection functions in the case of time source
failure or to provide a redundant global time source. One method is to use provide a diverse satellite
technology not linked to GPS. Currently the Russian GLONASS system is the only commercially
available technology worldwide for such purpose, but in future the European Galileo and other
regional systems may provide suitable alternatives. However common mode failure is still possible, for
example solar flares can affect all satellite systems equally [7].

An accurate time source can also be provided without a satellite based system by using a Caesium
atomic clock (see Figure 8). This is a very expensive solution but has been demonstrated as
technically feasible for situations that require extremely high levels of redundancy, as the chance of
common mode failure is reduced by providing diversity in the technology used.

Figure 8 — Redundant Time Source System Example



Redundant time signal distribution

For the distribution of time synchronisation signals there are two main methods; to use separate
physical cabling such as 1 Pulse Per Second (1PPS) signals, or to make use of the existing station
bus and process bus Ethernet network infrastructure and transmit time synchronisation signals via a
packet based technology such as IEEE 1588 PTP.

Packet based technology can offer a lower cost solution if it can make use of the existing process and
station buses, but this can require that a great deal of devices in the substation support the IEEE
1588 C37.238 Power Profile to maintain the required level of accuracy of less than 1 microsecond,
including ‘boundary clock’ devices such as bay controllers. At present this can be difficult to achieve
but will improve as support for the Power Profile grows.

Signal distribution via physical cabling methods such as 1PPS have been in use many for many years
and are well proven. To minimise single points of failure the time signalling for Main 1 protection
devices should ideally not be the same as for Main 2. If economically justifiable this would entail the
construction of two separate time sync signal distribution networks within the substation so that the
failure of one does not affect both systems simultaneously. Where two time sources are provided, this
could be achieved with optical multiplexers (Figure 8).

A completely redundant solution using physical cabling can be very cost prohibitive and would
normally not be provided if back up protection functions are available that do not depend on time
synchronised measured values.

Protection Function Redundancy

The location of the protection functions is not restricted when using digital substation architectures, as
devices are not bound to the copper wires of instrument transformers. Measurements can be
distributed freely across the substation and shared between different devices and locations on the
process bus without additional wiring.

This means that we now have the possibility to economically distribute additional redundant protection
functions to any location within the substation that has access to the station and process buses. For
example:

1. At the point of measurement acquisition within merging units

2. In passive standby IEDs that are activated in the case of device failure

3. In active standby IEDs that continuously provide redundant backup to one or more protection
IEDs

1. Redundant protection functions at the point of acquisition

Merging units in a digital substation take the function of measurement acquisition away from
protection IEDs and put this function right up to point where primary measurements are taken. There
is the possibility that these devices could also perform additional protection and control tasks.

The argument is that this could increase overall reliability, since if the communication link to the
protection IED or the device itself were to fail, the merging unit could continue to operate
independently and provide some form of backup protection (for instance an overcurrent protection
function as shown in Example 2 of Figure 9 below).

While this is a form of redundancy for specific functions, it is not equivalent to a redundant Main 2
protection system since the performance it provides is less than the performance from a complete
protection IED.



Example 1 Example 2
Figure 9 — Protection Functions Inside or Outside Merging Units

Whether this architecture would really provide additional reliability in an outdoor substation where
merging units will typically be installed in the yard is open for debate since the design of a device
suitable for such an environment, as opposed to the substation control/relay room, can be
compromised if it must be sophisticated enough to perform protection functions.

The relay room is a much more climate-controlled environment; to control temperature and humidity
utilities typically take a conservative approach at transmission levels, by installing heating in
cold/temperate countries, and air conditioning in hot countries.

Devices deployed in outdoor marshalling kiosks in the yard do not have this luxury, in environments of
extreme cold occasionally the kiosks may have a heater, but generally no heating or air conditioning
is provided. This means that yard devices such as merging units need to withstand greater variations
and extremes in ambient temperatures, in addition to making sure that moisture and or pollution in the
air produces no degradation. They may also subject to transmitted vibrations when mounted in kiosks
attached to the switchgear assembly

Because merging units should withstand these greater environmental extremes than protection IEDs,
they need to be designed in such a way as to maximise reliability and to secure the highest possible
MTBF (mean time between failures). This is best achieved by good design principles: deploying
FMEA (failure mode effects analysis) and secondly by minimising the component count.

Devices that must perform sophisticated protection functions, in addition to measurement acquisition
and switchgear control, may need to carry additional components, modules or processing. For
example, they may require an additional processor for logic or ancillary tasks whereas a simple
merging unit could perform all its functions in an FPGA design (Example 1 of Figure 9).

Given the recommended design for simplicity of merging units and circuit breaker controllers, this will
tend to intentionally limit the additional functions that those devices can perform. They are designed
to be specifically fit for purpose, as opposed to devices which claim to perform many tasks to the
compromise of availability and long service life in their primary function.

In summary, the motivation to keep yard devices simple, and to perform ancillary or complex functions
in the traditional location indoor in the bay, remains high. Therefore distributing redundant protection
functions to yard mounted merging units may not necessarily deliver a more reliable system in
practice, and it could be for the system redundancy to be enhanced that additional redundant IEDs
should be installed instead, as will now be discussed.



2. Passive protection function redundancy: standby IEDs

Figure 10 — Example of Standby IED

An interesting possible new redundant protection function architecture is to install an extra IED (MPx),
connected to the substation buses, which will be used to replace the functions inside another IED in
the case of failure. The replacement of functions can occur without having to physically touch any
hardware.

In the example below, if a failure occurs in a Bay 1 protection IED (MP2). We could disable this device
and activate a spare that is already installed in the substation.

The following sequence would occur under this scenario:

Figure 11 — Standby IED Activation Process

1. During the installation phase a spare standby device is installed in the substation that remains
inactive, but can one day be configured to replace functions in one of several bays in the case
of failure. The device is connected to the process bus, but does not have any subscriptions
enabled.

2. If a failure occurs (Bay 1) we first isolate this device by disabling its process bus and station
bus interfaces. This can be achieved by turning off the attached network interfaces in the
substation switches.

3. The configuration of the faulted device is retrieved from a central location which is
synchronised to the field equipment (to ensure that the settings exactly match) and loaded
into the standby redundant IED.



4. The device is placed into the mode defined by IEC 61850-7-4 Ed2 “Test Blocked”. This allows
for test signals to be injected into the network to prove that the configuration is correct.
GOOSE signals issued by the device will be flagged as “test” so that subscribing switchgear
controllers know not to trip during this testing. In this way the protection can be tested all the
way up to the switchgear control merging units without having to operate primary circuit
breakers or by carrying out any secondary injection.

5. The standby IED is taken out of “Test-Blocked” mode and activated so that it now replaces
the protection functions that were disabled from the initial device failure.

This sequence could be performed remotely or potentially even automated in future.

The standby IED allows for reduced downtime in the case of device failure. Rather than waiting for
maintenance crew to travel to the substation and replace the faulted IED the protection functions can
be restored very quickly and the faulted device can be replaced at the next maintenance cycle. Thus
overall reliability of the complete protection scheme can be improved.

The concept of passive protection function redundancy is actually nothing new, and already exists in
some conventional substations where a Main and Transfer Bus is provided, particularly in North
America. With this architecture (Figure 12) if the protection relay in Bay 1 fails, the source for this bay
can be transferred from the Main Bus to the Transfer Bus. The spare line relay then selects the
appropriate settings group to replace the faulted IED’s protection functions automatically based on the
isolator position statuses.

Figure 12 - Passive redundancy in a conventional substation, spare line relay application



3. Active protection functional redundancy: IEDs in parallel

Figure 13 — Parallel Redundant IEDs Example

Taking these same principles a step further, the same redundant IEDs could be configured to actively
subscribe to a number of different bays and provide active back-up protection, rather than merely be
configured to provide protection in the event of device failure.

For example in Figure 13, the active standby relays may incorporate several independent functions
for other bays in the substation. In the event of any relay failure in any bay, protection would still be
provided. Such back-up could supplement Main 1 and Main 2 protection in each bay, or could be
used in cases where there is no Main 2 protection provided.

In future such principles may lead to more centralised protection system architectures for backup
protection. The redundant device could in the most extreme case, provide back-up for the complete
substation.

Testing such schemes, where functions no longer reside within a single device will rely more heavily
on online simulation and isolation such as the new features provided by IEC 61850 Edition 2. For
example, there are now functions that are distributed across the substation that need to be isolated
during testing, whereas previously isolation could be achieved by simply turning off devices in a single
bay. Clearly, careful work will be required across the industry to make such architectures safe and
practical.



Conclusion — Designing the Right Level of Redundancy

Figure 14 — Example Redundant Digital Substation Architecture

To summarise all the points that have been raised in this paper with respect to redundancy for digital
substations, an example of one potential design is now presented. From the figure we see:

Fully independent Main 1 and Main 2 protection systems, each sufficiently capable of
performing independently.

Two independent process bus LANs. One for Main 1 process information and the other for
Main 2. The buses are formed using an active network redundancy protocol (HSR rings) that
can selectively share information between bays such as circuit breaker position status for
interlocking.

Redundant PRP connections between the protection IEDs and switchgear control merging
units (SC MUs). This shows how PRP and HSR architectures can be mixed; each port is
connected to an independent HSR LAN so that every IED actually publishes and subscribes
GOOSE to both a Main 1 and a Main 2 switchgear control merging unit. This is in line with the
philosophy of a typical hardwired tripping scheme, where operation of any Main protection
should result in the operation of both redundant circuit breaker trip coils.

To maintain simplicity the merging units (MU1 and MU2) publish sampled values to a single
LAN and are subscribed to by a single protection IED. For example the MP1 protection relay
only subscribes to MU1 and not to MU2. Adequate redundancy is instead provided by
duplicating the merging units and protection with independent Main 1 and Main 2 systems.

All merging unit connections are made via a switch so that measurements can be shared to
other bays. These connections are point to point as it is deemed that additional network
redundancy is not necessary.

Two redundant time synchronisation systems are provided, one with a source from GPS and
the other from GLONASS to provide some diversity in technology. Each time source system
independently synchronises a single Main protection system. In the unlikely event of common
mode satellite signal failure (both GLONASS and GPS not being received) the substation
relies on backup protection that does not depend on time synchronised values.

A bay of standby redundant IEDs is provided that can be configured to quickly replace the
protection functions residing in any other Main protection IEDs in the event of failure.

It is important to observe that different levels of redundancy are appropriate for different cases.
Therefore this example is but one potential solution and is not the optimal for every single case; a
trade-off will always exists between cost and reliability.



In conclusion, redundant designs that add additional complexity without meaningful increase in
system reliability should always be challenged and above all, the established protection design
principles used in conventional substations relating to redundancy are still valid for digital substation
technology.

References

[1] Network Protection and Automation Guide, Alstom Grid, 2011.
[2] Redundancy Considerations for Protective Relaying Systems, IEEE PSRC, WG19 Report, 2007.

[3] R. Hughes, Against and For Process Bus and Sampled Values, Retrieved from:
https://ideology.atlassian.net, 2012.

[4] M. Pustylnik, M. Zafirovic-Vukotic, R. Moore. Performance of the Rapid Spanning Tree Protocol in
Ring Network Topology, RuggedCom, Inc

[5] IEC 62439-3, Industrial communication networks - High availability automation networks - Part 3:
Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy (HSR), Second
Edition, July 2012.

[6] Volpe, J.A., Vulnerability Assessment of the Transportation Infrastructure Relying on the Global
Positioning System, National Transportation Systems Center, August 2001.

[7] Vladislav V. Demyanov, Yury V. Yasyukevich and Shuanggen Jin. Effects of Solar Radio Emission
and lonospheric Irregularities on GPS/GLONASS Performance, September 2012.



Actual trends in development of Power System Relay Protection and Automation
1-5 June 2015, Sochi (Russia)

S.1.1-4. Innovative design of IEDs and functions allow
flexible transformer protection applications

H-J. HERRMANN; S. SCHNEIDER
Siemens AG
Germany
hans-joachim.herrmann@siemens.com

KEYWORDS

Protection devices, IEDs, modularity of hard- and software, transformer protection, algorithms, auto-
transformer, phase shift and special transformers.

1 INTRODUCTION

Transformers are very important protective objects in the electric energy system. Therefore dif-
ferent protection principles as well as devices are used in the applications. From the engineering point
of view the design of transformers have an influence on protection concepts. For an efficient control of
the power flow phase shift transformers are installed in the energy system. These types of transformers
have specific requirements on the design of the differential protection. The paper addresses different
aspects in the field of transformer protection. It starts with a general discussion regarding basic design
of the protection schemes and presents a concept which is used in Germany.

A further focus of the paper is the differential protection. From the practical experiences over some
decades two main points are discussed. The first point is the inrush detection. Due to the different
magnetic conditions as well as magnetic characteristics of a transformer an overfunction of 2" har-
monic principle is possible. In the new design an additional principle - the analysis of the current wave
form analysis (CWA method) - operates in parallel. The second point is the stability during external
faults. The transient performance of the current transformers plays an important role. The required
transient performance factor (Ky) is related to the used algorithm. Due to a new method of the CT sat-
uration detection the factor can be reduced.

An application for an autotransformer scheme with the new design of a modular hard- and software
structure will be discussed. Two different differential protection functions are active in parallel in the
IED. A phase to earth fault can be detected phase selective in an autotransformer bank design.

A new application area in the differential protection is the phase shift as well as special transformer
application. In this field the classical design of differential protection cannot be used. That means the
conventional correction of a phase shift in steps of 30 degrees. A flexible angle adaption is necessary.
This allows the numerical technology due to a universal design of the transformation matrix for phase-
shift correction. The basic changes in differential protection for this kind of application are presented
and the differences between the typical applications are shown.
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2 TRANSFORMER PROTECTION APPLICATIONS

2.1 Failures in the transformer and protection principles

As an introduction as well as a refresh of the knowledge table 1 addresses typical failures in a
transformer and outside of a transformer. The following classification is used: internal electrical fail-
ure and non electrical failures as well as external failures. The right column shows possible protection
principles/ devices which cover these fault types. As a conclusion different principles are necessary to
detect all fault types.

Internal electrical faults

Protection principles/devices

Earth fault (isolated and Peterson coil grounded)

Earth fault protection (U0>)

Earth short circuits (solid or resistive grounded)

For all fault types:

2 or 3phase short circuits between the phases o Differential protection,

Interturn faults (short circuit of windings in one e Restricted earth fault protection

phase) e Distance protection, Overcurrent protection
Insulation breakdown (overload, ageing) e Fuses, direct overcurrent release (at smaller
Electrical faults due to broken terminal connection or transformer (< IMVA))

contact problems on tap changer e Buchholz protection

Non electrical faults

Drop of oil level e Buchholz protection

Failure in cooling system e  Temperature supervision

Core burning e Thermal overload protection

Mechanical breaks in tap-changing gear

External faults

Flashover at bushings or supply lead Identical functions as used for internal electrical

Earth faults faults.

Table 1: Faults in a transformer and possible protection principles/ devices

2.2 Protection concept of a power transformer

The decision regarding the selected or preferred protection concepts depends on different con-
siderations, like basic protection concept regarding main 1 and main 2 philosophy, practical experi-
ences with the protection and transformer failures over the lifetime, internal guidelines in the utility,
repair costs, influence of transformer outage on the system availability, costs of the protection as well
as maintenance costs and others. With other words, there is not one standard transformer protection
concept for a specific type of transformer. The technical solutions from the utilities are similar, but not
identical. For important transformers (coupling as well as power transformer) in the transmission net-
work the following concept is used in Germany (see figure 1).
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Figure 1: Three winding power transformer protection concept
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Redundant protection arrangements are also applied on these transformers. The main protection is cur-
rent differential protection. Furthermore Buchholz protection is used in all applications. At extra-high
as well as high voltage levels, a distance protection is applied as back-up protection. On three-winding
transformers, an over-current protection is applied at the medium-voltage side. The earth fault protec-
tion detects earth faults when feeding into non-earthed systems and earth-faults when feeding into
earthed systems by means of the displacement voltage.

Following CB failure at the EHV side, the breaker failure protection integrated in the bay unit of the
busbar protection ensures fault clearance. The differential, distance as well as Buchholz protection trip
the CB on the EHV and HV side if back-feed via the medium voltage is not possible.

3 IMROVEMNTS IN TRANSFORMER DIFFERENTIAL PROTECTION

3.1 Inrush detection, Handling of CT saturation, Restraint characteristic

The basic principle of the restraint differential protection is well known since 100 years. But
never the less room for improvement always exists. As a feedback from the practice, it’s reported, that
at an inrush the 2" harmonic restraint function doesn’t work correctly in few cases. The added cross
blocked function improves the behavior, but doesn’t help in all cases. Similar behavior is also reported
in other technical papers. A changed magnetizing characteristic due to new transformer material leads
to a lower amount of 2™ harmonics. A reduction of the pick-up threshold increases the risk of an un-
der-function during an internal fault with CT saturation. CT saturation leads to harmonics. Well
known is the 3" harmonic, but a 2™ harmonic is also possible. Figure 2 shows such an inrush current.
It looks near ideal. But the harmonic analysis showed in phase L2 a 2" harmonics lower than 12%. A
typical pick-up threshold is 15%.

Figure 2: Inrush current of a transformer

Figure 2 illustrates a typical effect during an inrush. In the case of an inrush flat areas exist at the same
time in all three phases. The evaluation of such an effect is now implemented as additional criteria.
This evaluation principle is called CWA (current wave form analysis). In the present design of differ-
ential protection the CWA as well as the 2™ harmonic principle operates in parallel. With a one out of
two decision the differential protection function is blocked phase segregated.

Another topic is the stability during external faults with CT saturation. Especial the dc-offset current
influences the transient behavior of a current transformer. The used P —type CT’s have a closed core.
If a fault current with a large dc offset is interrupted by a protection the magnetizing current of all cur-
rent transformers in the short circuit path moves not to zero. The magnetizing current goes to a rema-
nence point and the CT will be further controlled from this remanence point. The distance to the non-
linear part of magnetizing characteristic becomes closer. An effective countermeasure is the applica-
tion of CT with air gab. The recommendation is the application of PR-type (max. 10% remanence) in-
stead of P-type. The question is which transient dimensioning factor (Ky) is required by the protection.
The software realization (algorithm) has an impact. There are three challenges (see figure 3):

a) External faults with a strong CT-saturation on one side (curve A)

b) External fault with CT-saturation and evolving fault (internal fault) occurs (curve B)

¢) External failure with a small fault current or load current with a large dc-offset leads to small
or slight saturation (Curve C, no restraint current)
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Figure 3: Different fault situation

The functional improvement deals with challenges a) and b). The trajectory of an external fault with
CT saturation shows curve A and B in figure 3. The current moves in the first milliseconds after a fault
occur from the load point towards the restraint axis. If saturation occurs the trajectory changed the di-
rection and goes into the trip region. After some cycles the fault current is less saturated. The trajecto-
ry comes back into the restraint region. In the case of an evolving fault (see B) the trajectory will be
stable in the trip region. In the past the evaluation of the trajectory was done with fundamental values.
Now instantaneous values (sampled values) are used. With an estimation algorithm the sampled values
of the future are predicted under the assumption of sinusoidal values. This method gives in the case of
saturation faster a clear decision regarding an external fault. If the current is stable in the trip region an
evolving fault is assumed and the trip command is released. Due to this improvement the Ky-factor is
reduced from 3 to 2. That means a size reduction of the current transformer. Typical for the behavior
of curve C is a large dc time constant in the current and the restraint current doesn’t help. If a jump in
the restraint current and in parallel a dc-offset current is detected temporally the trip characteristic is
increased (see dotted line in figure 3).

Another topic is the calculation of the restraint current. In technical papers different strategies
are described. The main question is how to deal with the currents if on one transformer side more than
one measuring point is connected (e.g. this is typical in one and a half breaker schemes). Below typical
calculation variants for the restraint current are listed.

n+m

I IRextr = Z|lk| (1)
k=1
I IRestr:L,im|Ik| (2)
m+nio
1 Tpesr = 151,1( + Z!SQ,k 3)
k=1 k=1
Vi I, =Max(|Z,]) (4)
k=1,2,..n+m
With: n, m number of measuring points on each side of a transformer

Equation (1) is a standard approach for a universal application independent from the number of meas-
uring points. The current can be the RMS value of the fundamental current or the rectified mean value
of the current. The big advantage is the high restraint current and this avoids an overfunction during
external faults. Equation (2) has a different scaling of the restraint value. Equation (3) calculates the
geometric sum on each side and the absolute value. Equation (4) uses a different approach. The re-
straint current is the maximum current from the currents of the measuring points. If the current in one
measuring point goes into saturation the algorithm jumps automatically to the highest current of an-
other measuring point. CT saturation has a lower impact on the restraint current.
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Each equation has different benefits. In a one and half circuit breaker scheme can be the following sit-
uation: A transformer with a small apparent power is connected to the diameter and in the diameter
flows a large current. If equations (1) is used and due to the two measuring points in the diameter a
large restraint is the result. If an internal fault in transformer occurs the protection is less sensitive due
to the high degree of stabilization. Equation (4) has for this application more benefits and is now used
for transformer differential protection of SIPROTEC 5 family. Compared with equation (1) a modifi-
cation in the settings of restraint characteristic is necessary (higher inclination values of the straight
lines).

3.2 Functional Improvement, example Autotransformer

The slogan perfectly tailored fit of SIPROTEC 5, the new protection family of SIEMENS, means
a high flexibility in the application due to modularity in hard- and software. The modern processor
technology increases the numerical performance and allows the operation of different functions in par-
allel. The distance as a back-up protection for the connected line or the line differential protection can
be part of transformer differential relay. Via a configurator tool an optimized hardware can be select-
ed. This hardware includes all necessary interfaces (current and voltage input, binary in- and outputs,
communication interface) for the used application. A modular hardware design supports the flexibility
to change interfaces during the project design phase.
The example, protection of an autotransformer bank with a delta winding, demonstrates the perfor-
mance of system. The single phase transformers are wired together. In that case the detection of the
phase to earth fault as well as a phase segregated tripping (activation of the right sprinkler system) is
important. In the past two separate differential protection relays were used. Now these functions run in
parallel in one device. One differential protection function is the node protection. This function uses
three measuring points (two measuring points from high voltage sides and one from the CT on the star
point side). The main task of this function is the detection of phase to earth faults. A big benefit is the
high sensitivity — fault detection close to the star point- and the phase selective signaling. The second
differential protection function covers the delta winding and detects faults in the autotransformer as
well as in the delta winding.
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Figure 4: Interfaces and structure of the autotransformer application

Figure 4 shows the application. The autotransformer is connected on the high voltage side of a one and
a half breaker scheme. Additional a voltage transformer is used for supervision of frequency and volt-
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age. Figure 4 shows the internal structure of the device. This is an object oriented approach. A func-
tion group (FG) is a container which includes all necessary interfaces. In the example the function
groups on the left side represent the sides of the transformer. In the middle is the FG for the differen-
tial protection functions and additional the connection of the interfaces is shown. On the right side are
the circuit breaker related function groups. Visible is the interface to the four circuit breakers. In paral-
lel to the control functionality the circuit breaker failure protection operates in this FG. This approach
is close to approach of IEC61850 (object orientated functions). The FG autotransformer side routes the
signals to the FG autotransformer. In a FG “side” operates also side related functions. This is illustrat-
ed with a back-up overcurrent protection (51) or with an overload protection (49), an overvoltage pro-
tection (59) and a frequency protection (81).

The allocation of functions to a FG is done with the engineering tool DIGSI 5. All allowed functions
for device are stored in a library. Via drag and drop the functions can be allocated to the function
group. Due to the known interfaces the tool checks which functions can be loaded into the device. To
guarantee the real time performance — trip of a function in the specified time — in the back ground a
load model supervises the performance. If the maximum allowed load is exceeded, the model gives an
alarm and the engineered functionality cannot be loaded into the device.

Figure 5: SIPROTEC 5 (left front view, right view possible backward view with different modules)

Figure 5 shows the hardware of the device. The hardware modularity is visible. On the left side is the
so called base module which contains the CPU, communication interfaces (plug-in modules are used),
the power supply, 8 current inputs and binary inputs and output. To fulfill all requirements for the nec-
essary interfaces ‘/s 19” expansion modules can be added. For the shown application of figure 4 in to-
tal 20 current and 4 voltage inputs are required. This leads with the available expansion modules to a
device size of ?/; 19”. With the configured boards 19 binary inputs and 17 binary outputs are available.
Additional two plug-in modules can be added. That means 4 serial interfaces are available for different
communication task.

4 IMROVEMNTS FOR PHASE SHIFT AND SPECIAL TRANSFORMER APPLICATION

4.1 Basic concept

Phase shift transformers (PST) are used for regulating the phase-angle shift to control the active
power as well as the reactive power flow in a high-voltage power system. The installation is between
the power systems or in a parallel line to control mainly the active power flow. Figure 6 shows the
basic idea of the power control. A changing of the angle & influences the active power flow (see the
equation in figure 6) between the source and the load side.
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Figure 6: Application of PST, basic principle
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In practice two basic designs of PST’s are exists. The single core design contains all necessary wind-
ings on a 3phase transformer core. When the angle is adjusted, the output voltage does not change lin-
early. To compensate the change of the voltage an additional transformer with in-phase regulation is
used. The phase angle shift in a single core design is realized with 90° or 60° phase-angle regulation.
The benefit of this transformer type is simplicity and economy. The on-load tap changers (OLTC) are
connected to the system and directly exposed to all overvoltages and through faults. The short-circuit
impedances of the PST varies depending on position of the tap changer. The two core design uses two
separate cores (series unit and main unit). A single-tank and a two-thank design is possible. For larger
apparent power of the PST the two-tank design is required. The advantage of the two-core design is
the flexibility in selecting the step voltage and the current of the regulating winding. The tap changer
does not carry the load current. The absolute value of the voltage does not change with the angle
change. Figure 7 shows the principle design of both types of PST. The protection concept of the two
core design depends on the location of the Advanced/Retard (A/R) switch. If the A/R switch is inside
of the delta winding (shown in figure 7) the position of A/R must be considered in the protection solu-
tion. That means the phase angle 0° (vector group 0) or 180° (vector group 6) must be considered by
the protection. In a single core design each position of the tap changer (phase angle shift and voltage
step) must be evaluated.
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Figure 7: Phase shift transformer (left: unsymmetrical single core design; right: two core design)

Special transformers have a fixed connection of the windings. But the phase shift is not in steps of
30°. For example a phase shift of 7.5° is possible. Special transformers are used as inverter transform-
er with different windings depending on the inverter design (12 or 24 pulse inverter). The main reason
for such a design is the reduction of the ripples in the direct current.

To achieve all the different applications a modification in the transformation matrix was implemented.
For standard transformers the different vector groups (phase shift is a multiple of 30°) are used. In the
universal approach the phase angle shift of the application can be set and the numerical protection cal-
culates internally the values of the transformation matrix. For the single core application the calcula-
tion must be done for each step position of the tap changer. The principal design of the transformation
matrix illustrates equation (5).

I fla)  f(a—-120°) f(a+120°) (1,

17, | =| f(a+120°) f(a) f(a—120°) | | I}, ®)
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¥

I, f(a—120°) f(a+120°) f(a) I,
f(a) trigonometric transformation function
1123 Magnitude corrected current (correction of CT- and tap changer mismatching)

I 123 Phase angle shift corrected current
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The transformation function has such a design that the transformation parameters for the standard vec-
tor groups correct achieved. Due to new design the differential protection function is optimal adopted
for different applications. This allows a sensitive setting for PST as well as special transformers.

4.2 Application example

In a single core application a differential protection with two measuring points can be used (see
figure 7). The protection reads additional the position from the tap changer. In a tabular form for each
tap position the angle shift and the changed voltage is set. According to the tap position the actual
voltage is used for the adaption of the current (see I', in equation (5)) and the set phase shift is the ba-
sis for the calculation of the transformation matrix parameters. Figure 8 shows as an example the dif-
ferential and restraint current of a PST under load. The adaption works perfect and the differential cur-
rent was close to zero at a tap changer position with a phase shift of -8.47°.
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0z

Restraint current

o1 o
0.0

02 0.4 0.6 0.8 10 12 14
ts

Figure 8: Measured lgiand lges Of @ single core PST

For a two core transformer application it is not necessary to consider the tap changer position.
Only the position of the AR switch must be evaluated. That means a changing of the vector group
from 0 (0°) to 6 (180°), if the AR switch is activated. To achieve all fault locations a primary as well
as a secondary differential protection is necessary. Both functions are integrated in one SIPROTEC 5
device. The primary protection is a pure node protection. According figure 7 the CT1, 2 and 3 are
used. The secondary protection uses the following CT triple: CT1, CT2 and CT4. CT4 is connected on
the regulating winding of primary excitation transformer. The secondary protection uses two binary
inputs to evaluate the position of the A/R switch. For the time where the A/R switch is activated the
restraint stage Idiff> of the differential protection is temporarily blocked. This countermeasure is nec-
essary to avoid an overfunction. The fast stage Idiff>> with an insensitive setting is always active.

5 CONCLUSION

In the paper different aspects of transformer protection are presented. After a brief discussion of

possible failures and protection functions a typical protection schema was presented. The main protec-
tion is the differential protection. For this protection principle as lessons learnt from the practice some
improvements are discussed. This was inrush detection, CT saturation detection and the restraint cur-
rent calculation. Application of phase shift transformer as well as special need a new transformation
matrix for the phase shift adaption. The general idea was presented. This universal matrix is now used
for all applications.
Modern technology of hard- and software allows a flexible design. This was presented in an autotrans-
former bank application. New is that two differential protection functions work in parallel. In the past
two separate devices were necessary. In last chapter the subject of PST and special transformers was
presented. The two types of PST —single and two core design — are brief discussed and some applica-
tion notes are given.
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1 INTRODUCTION

Availability, reliability, and simplicity are major metrics in the world of teleprotection
communications. Protection applications based on exchanging command signals once thrived in the
realm of analog signal and dedicated point-to-point communications links. Due to the trend of
combining all communications on an Ethernet network (a shared-bandwidth communications medium
by design, illustrated in the relevant IEEE standards), protection signals are being published over a
network that was never meant to offer message delivery deterministic enough—or deterministic at
all—for mission-critical applications.

A new Ethernet packet transport technology, software-defined networking (SDN) and its open-
source protocol incarnation, OpenFlow™, promises to revolutionize the ways that traffic engineers
design, build, operate, and maintain critical networks. OpenFlow promises improved performance on
Ethernet networks via granular control over Layers 1 to 4 of the Open Systems Interconnect (OSI)
model. It also promises to give network engineers the ability to abstract teleprotection communications
out of the Ethernet world and back into the realm of dedicated virtual circuits without sacrificing
simplicity, flexibility, and reliability. OpenFlow-enabled Ethernet hardware further promises the ready
availability of inexpensive, nonproprietary hardware that can be modeled and controlled like a
software application programming interface (API) and the elimination of the need for most proprietary
Ethernet management protocols.

This paper provides a description of the requirements for protection-class Ethernet networks
(PCENS) and the benefits of using SDN technology over traditional networking.

2 IMPLEMENTING END-USER REQUIREMENTS FOR PCENS USING TRADITIONAL
NETWORKING TECHNOLOGIES

End users of mission-critical communications networks typically prioritize speed, reliability,
maintainability, dependability, and security.
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2.1 Speed

The transfer time specified for an application is the time allowed for a signal or data exchange
to travel through a communications system. IEC 61850-5 illustrates transfer time (shown in Figure 1)
as the time duration between the action of communicating a value from the logic processing of one
device to the logic processing within a second device as part of an application [1]. Transfer time
includes the time to execute the communications processing algorithm in both the source and
destination device and the transit time. Designs for PCENs do not influence source and destination
device behavior and affect only the message delivery via network middleboxes and links. The designs
are concerned with the transit time, t,, which is the time duration for the message to travel through the
communications network.

Application Time =T + ty

-t
%

A

P Transmission Time: T =t + t, _
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Figure 1: Transmission time and transfer time illustration based on IEC 61850-5 [1]

IEC/TR 61850-90-4, Communication Networks and Systems for Power Utility Automation —
Part 90-4: Network Engineering Guidelines clarifies many performance and test requirements [2]. Of
note, it simplifies the discussion of transfer time requirements by documenting time classes for
different types of messages and their associated transfer times, as shown in Table 1. Using the
IEC/TR 61850-90-4, network engineers can accurately specify and design local-area networks (LANS)
to satisfy a transfer time class without the need to understand the underlying protection and
automation applications.

Transfer Time Class Transfer Time (ms) Application Example
TTO >1,000 Files, events, and log contents
TT1 1,000 Events and alarms
TT2 500 Operator commands
TT3 100 Slow automatic interactions
TT4 20 Fast automatic interactions
TT5 10 Releases and status changes
TT6 3 Trips and blockings

Table 1: Transfer time class applications and requirements based on IEC/TR 61850-90-4 [2]

2.2 Reliability, Dependability, and Security

The IEC/TR 61850-90-4 technical report defines latency of communication as the delay
between the instant that data are ready for transmission and the moment they have been completely
received at their destination(s) [2]. IEC 61850-5 describes the traffic recommendations specific to
IEC 61850 [2]. It does not identify the other necessary traffic on the IEC 61850 Ethernet network for
maintenance, telephony, video surveillance, and so on.

IEC 60834 requirements for reliability, dependability, and security guide engineering design
criteria [3]. Networks must be available to deliver messages (reliability), to accomplish operations
(dependability), and to prevent unwanted operations due to error or intrusion (security). From the
recommendations for IEC 61850 Ethernet traffic in IEC 61850, it can be seen that Generic Object-
Oriented Substation Event (GOOSE) communication used for protection has the highest priority and
the shortest maximum delay. Control blocking schemes, via GOOSE or any other method, require a
99.99 percent success rate (dependability), and direct control schemes require a 99.9999 percent
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success rate of receipt of digital messages (reliability). Direct tripping, via the delivery and processing
of a GOOSE or other message, is typically expected to occur within 20 milliseconds [3]. Failure is
defined by the absence of the message at the receiving end or, for direct control, a delay in delivery
greater than 18 milliseconds. Therefore, IEC 61850 Type 1A, Performance Class P2/P3, as part of a
communications-assisted protection scheme, requires that the system meet the 3-millisecond
transmission time 99.9999 percent of the time (identified as TT6 in Table 1) and have a delay of no
longer than 18 milliseconds for the remainder.

3 IMPLEMENTING THE ETHERNET NETWORK BETWEEN IEDS PERFORMING
DIGITAL SIGNALING

The speed, reliability, dependability, and security of mission-critical communications-assisted
applications are directly affected by the intelligent electronic devices (IEDs) exchanging signals,
referred to as Physical Device 1 and Physical Device 2 in Figure 1. However, the devices that make up
the communications network, referred to as middleboxes (illustrated in Figure 1), have as much or
more impact on packet delivery and therefore the performance measures of speed, reliability,
dependability, and security for these applications. The scope of this paper is to discuss current and new
developments in the network technology available to measure and improve the speed, reliability,
dependability, and security of the transport of Ethernet packets through the network, with speed
measured as the transit time in Figure 1.

From the previously mentioned standards for teleprotection security and reliability comes a
number of related requirements for the Ethernet network or middlebox hardware itself.

3.1 Minimal Failure Recovery Times

Applications require fast and seamless communications recovery times both for middlebox
hardware and Ethernet link failures. Traditionally, spanning tree algorithms (STAS) in each middlebox
share data via Rapid Spanning Tree Protocol (RSTP) (particularly IEEE 802.1D-2004), which
publishes Bridge Protocol Data Unit (BPDU) packets to communicate with other Ethernet
middleboxes. This exchange provides information used by the STA to identify duplicate paths to a
network address and forces one into hot standby because only one link can be active at a time. This
same method identifies and logically breaks data flow loops by deactivating links and putting them in
hot standby mode. Also, dual active connections to IEDs are not possible. When an IED is physically
dual-connected, an STA disables one link and forces it into hot standby mode. When a middlebox
failure (bridge death) or link failure (link loss) occurs, an STA executes in each middlebox to optimize
a current RSTP network via statuses received within BPDUs published from other middleboxes. Next,
each STA determines how to enable hot standby paths to reconfigure the network around the failure.
Parts of the network that are affected by this reconfiguration may be unavailable to deliver packets
during the transition period or period of network darkness. The ladder topology ensures fast
reconfiguration times, but ring topologies take much longer [3]. During reconfiguration after a failed
middlebox or link, the ladder topology with standardized and fast STA recovers every non-root bridge
failure scenario in less than 15 milliseconds. It even resolves some root bridge failures in this time and
resolves others in just slightly longer. However, any ring topology larger than three middleboxes will
not reconfigure in less than 15 milliseconds [3]. Test and measurement of a four-node ring of
middleboxes with traditional STA performance reveals transit latencies that grow from hundreds of
milliseconds to tens of seconds.

3.2 Minimal Network Transit Latency Times

End users typically specify “latency low enough to satisfy the application” and leave the
definition and design up to the network engineer. A common error is that engineers will assume that
any Ethernet topology will satisfy latency and they will choose topologies based on low cost and
convenience such as a ring. However, this ignores the first important step of engineering design where
transit times for GOOSE messages and Sampled Values (SVs) messages must be less than
1 millisecond [1]. This transit time of 1 millisecond, combined with the duration of the subscriber
communications processing algorithm illustrated as t. in Figure 2, must aggregate to a transfer time of
less than 3 milliseconds, as shown in Table 1. The overall message transit time through networks
constructed as small rings and large and small ladder topologies is less than 1 millisecond when a
small number of middleboxes exists between the GOOSE producers and consumers. Transit time is so
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small that it is often not measureable without very precise equipment. However, as rings grow in size,
transit time grows as well and will eventually be longer than 1 millisecond when the number of
middleboxes in the path between each GOOSE producer and consumer grows large enough. The
challenge is that this change in latency is due to the ingress, egress, and switching delays associated
with packets passing through each middlebox. When the number of middle boxes in the path cannot be
predicted in advance, the system requires thorough testing of every message exchange scenario. An
important benefit of the ladder topology is that all possible middlebox configurations are predictable
and measurable to match results found during research of the design. Transit latency is calculated by
aggregating the ingress and egress port delays on each middlebox plus the switching time within each
middlebox the packets pass through. The time for packets to traverse all physical links is added. The
physical link time is calculated as the speed of light through fiber over the link distance.

3.3 Per-Link and Per-Host Bandwidth Calculations

End users often require engineered calculations for bandwidth provisioning of application
communications traffic, including the bandwidth consumption per host completed during the design
stage. Protection engineers must calculate per-link bandwidth using per-host bandwidth calculations to
ensure that link bandwidth capacities are not exceeded and thereby reduce the chances of dropped
protection-related packets. In the ladder topology, all traffic is segregated so that the only traffic
allowed on each ladder segment is the collection of messages required for the IEDs and devices on
that segment. This filtering and blocking of all unneeded traffic at the links between middleboxes
prevents unnecessary packet processing and link oversubscription and saturation, which can lead to
packet transit delays. Ring topologies force all traffic through each and every link, which creates a lot
of unnecessary packet processing and eventually leads to oversubscription and link saturation,
resulting in unacceptable packet transit delays. However, even with correct bandwidth provisioning in
ladder and ring topologies, the nature of shared bandwidth links makes it impossible to guarantee
performance. Other topologies are even more unpredictable and nondeterministic. Ethernet provides
Class of Service (CoS) and prioritized packet processing, but it cannot provide quality of service,
guaranteed latency, or determinism, especially because bandwidth usage varies so widely during both
normal and abnormal circumstances.

3.4 System Performance Testing

In order to guarantee performance of the protection system, traffic engineers are tasked with
both testing the system under normal loading with real or simulated traffic and under stress by
emulating various failure scenarios. For all nonladder topologies, this process is extremely time
intensive and manual because almost all PCENSs are tailored to specific end-user requirements and
there are no test examples available to show the runtime behavior without all physical hardware and
links present. Also, the performance characteristics of the systems change each time new traffic or
new nodes are added, which also requires new testing.

When these tests are performed on ladder networks, the measured times match calculated transit
times, which confirms that the calculation method can be used without testing to simplify the
verification process. Also, ladder behavior does not change when new traffic or new nodes are added
to other LAN segments. Rings are tested with worst-case traffic conditions, but each link must be
measured because they cannot be calculated. Unlike ring behavior, the performance of ladder
topologies does not change each time new traffic and new nodes are added.

3.5 Separation of Traffic by Type and Application

Shared-bandwidth networks require that all system application traffic traverse the same links
and that different traffic types be logically separated to further ensure the reliability and predictability
of the PCEN. In some mission-critical applications, designs still specify that supervisory control and
data acquisition (SCADA), synchrophasor, and engineering access communications be isolated onto a
physical link separate from protection traffic in order to remove the possibility of protection packets
queueing due to collisions. This is done by creating a second, smaller LAN for GOOSE only and
separating it from the combined traffic LAN via IEEE 802.1 virtual LANs (VLANS). Traditional
Ethernet does not support the separation of Layer 3 SCADA, engineering, synchrophasor, and
maintenance traffic because they all share the same Ethertype for IP. When this capability is needed,
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complex middleboxes with routing capabilities must be added and configured to ensure the separation
of Transmission Control Protocol/IP-based (TCP/IP-based) communications.

3.6 Maintainability

Internal end user information technology (IT) staff often know the methods for business IT
networks but not the requirements for mission-critical operational technology (OT) for PCENS.
Unfortunately, users of Ethernet for OT often become aware of their lack of in-house Ethernet OT
networking skill after systems fail in service. At that time, IT staff become involved but are not
prepared for building and maintaining PCENs with OT requirements. OT designers and IT staff should
collaborate during the specification and design of systems. Also, end users often rely on contractors to
build the networks, but they need the ability to maintain the networks themselves in the future and
check system statuses, add or remove devices and hardware, or troubleshoot the system. Therefore,
end users require that PCENs be as easy to maintain, understand, and troubleshoot as possible.
Technologies used to implement PCENs should be nonproprietary to prevent reliance on specific
individuals or a single manufacturer for success. Post-implementation concerns should not be
understated; simple tasks, such as replacing a middlebox, become extraordinarily expensive and time
intensive if the system operation is not well understood. This, in turn, leads to poor reliability and
performance of the protection system, which relies on this new and difficult to maintain
communications network.

3.7 Cybersecurity

Due to the criticality of PCENSs, most end users view cybersecurity as important for overall
system reliability. Due to the growing threat surface for multilevel cyberattacks, as well as growing
regulatory pressure, cybersecurity should be considered equally important to application reliability and
security. PCENs need to protect the availability, performance, integrity, and the confidentiality of
information transferred as packets for OT and IT functions. Securing PCENSs against growing malware
threats over a long period of time is a difficult task that requires constant attention to intrusion
prevention systems (IPS) and the added complexity of processor-intensive deep-packet inspection
(DPI) devices.

4 INTRODUCING SDN

SDN essentially allows networks to be managed as a single asset, giving network operators
extremely granular levels of control over network functionality while simultaneously abstracting the
complexity into a more traditional and functional programmatic interface. The effects of the
abstraction and granular control are the simplification of the operation of the network, the ability for
continuous monitoring in more detail, and holistic, centralized network control over the programming
of individual middleboxes.

The fundamental shift in networking brought by SDN is the decoupling of the systems that
decide where the traffic is sent (i.e., the control plane) from the systems that perform the forwarding of
the traffic in the network (i.e., the data plane). The traditional network deployment process begins with
designing the topology, then configuring the various network devices, and, finally, setting up the
required network services. For traditional Ethernet PCENSs, engineered to optimize speed, reliability,
maintainability, and cybersecurity, the application data must flow on links determined by the various
distributed STAs in the middleboxes supported by information published in RSTP packets. Messages
must be designed with traffic control methods, including IEEE 802.1Q VLANSs and media access
control (MAC) addresses. In large networks, trying to match the network-discovered path with an
application-desired data path may involve changing configurations in hundreds of devices with a
variety of features and configuration parameters. All of this happens in addition to the traditional STA
network monitoring to avoid loops, improve route convergence speed, and prioritize protection traffic.
This complexity in management arises from the fact that each middlebox has the combination of
control logic and data-forwarding logic integrated internally. For example, in traditional PCEN
implementations, each Ethernet switch must run STAs and the switches exchange data in an iterative
fashion to make network decisions. This takes time. Furthermore, the control plane in a traditional
network is distributed among the STAs in the middleboxes, and as a consequence, changing the
forwarding behavior of a network involves changing the configurations of many (potentially all)
middleboxes. With respect to the IEDs, SDN eliminates the need to disable duplicate connections to
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IEDs and looping connections in networks. By defining the behavior of these paths, SDN allows them
to be actively used simultaneously. Therefore, all Ethernet connections to the IEDs and middle boxes
are used as designed and none are forced to hot standby mode.

SDN is a new architecture in networking that simplifies network management by abstracting the
control plane from the data plane. Figure 2 illustrates the building blocks of SDN, which are discussed
in the following subsections.

Applications | -e»|Control Plane Data Plane I:Switch
OpenFlow Switch | | Switch |
Applications |- [———— I
| swich | | switch
I
Applications | «» |—{ Switch |—| Switch |

Figure 2: SDN architecture overview [4]

4.1 Control Plane

At the heart of SDN is a controller that embodies the control plane. Specifically, controller
software determines how packets (or frames) should flow (or be forwarded) in the network. The
controller communicates this information to the network devices, which constitute the data plane, by
setting their flow tables. This enables centralized configuration and management of a network. Many
free, open-source controllers, such as that of the Linux Foundation OpenDaylight initiative [5], are
readily available. Essentially, the controller manages the data flow algorithms and sends rules out to
the middleboxes each time the network changes. If the network does not change after commissioning,
such as in substation and industrial applications, the rules do not need to change. These rule sets are
much faster, more precise, and give more control of packet flow management than iterative STASs.

4.2 Data Plane

The data plane consists of network devices that replace switches and routers. In SDN, these
devices are very simple Ethernet packet forwarding devices with a communications interface to the
controller to receive flow information. Many manufacturers today provide packet forwarding devices
that are SDN-enabled. These devices quickly execute rules for data flow to improve packet transit
speed, reliability, availability, and dependability.

4.3 Control and Data Plane Interface

SDN requires a communications interface between network devices and the controller, as is
evident from the description of control and data planes. A standardized interface between them will
allow a controller to interoperate with different types of network devices and vice versa. The criterion
for such a protocol is that is as widely supported as possible, with industry adoption by major switch
and router manufacturers. However, it should be noted that any such protocol is simply a building
block in the SDN architecture, and there are other open Internet Engineering Task Force (IETF)
standards or manufacturer-specific standards that are either already available or are being developed.

5 IMPLEMENTING THE SDN COMMUNICATIONS INTERFACE WITH OPENFLOW

OpenFlow is a protocol developed by the Open Networking Foundation (ONF) to fulfill the
need for a communications interface for SDN [6]. OpenFlow enables one or more OpenFlow
controllers to define the path of packets through an Ethernet network by manipulating the packet flow
tables of OpenFlow-enabled hardware. OpenFlow provides four primary functions to help a controller
make packet flow decisions based on packets entering the data plane of OpenFlow-enabled network
hardware: matches, actions, counters, and statistics.

5.1 OpenFlow Matches

When a packet first ingresses the port of an OpenFlow-enabled network middlebox, the device
examines the packet in an attempt to match fields, as illustrated in Figure 3a, to one or more flow
tables that have been defined by the OpenFlow controller(s).
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Figure 3: OpenFlow possible match fields (a) and OpenFlow possible actions list (b)

If the ingressing packet does not match the present flow table, then the device can drop the
packet, forward the packet to the OpenFlow controller for inspection, or forward the packet to another
flow-table. If the packet matches an entry in the flow table, then the OpenFlow-enabled middlebox
may then add one or more actions to the action set for the packet.

5.2 OpenFlow Actions

Various actions can be performed on packets that have matched a flow table, including copying,
setting, or otherwise manipulating Ethernet/IP packet headers. The action set of the packet can also be
marked to forward to other flow tables, groups of physical redundant or load-balancing ports, or
metering groups for rate-limiting functions. See Figure 3b for a list of possible OpenFlow actions. For
each packet, the OpenFlow middlebox can also apply actions immediately to the packet, bypassing the
current action set altogether, output the packet to a physical port, and perform other action set
manipulation functions (such as clearing or updating flow tables).

5.3 OpenFlow Counters

Counters are maintained on OpenFlow-enabled middleboxes for every flow, flow table, port,
group, and other point of interest. These counter data are polled by the OpenFlow controller to
maintain granular data about the status of the network system as a whole.

Using OpenFlow matches, actions, and counters, an OpenFlow controller exercises complete,
granular control over an Ethernet network while maintaining detailed information about the state of
the Ethernet system without any additional protocols.

6 IMPLEMENTING END-USER REQUIREMENTS FOR PCENS VIA SDN
TECHNOLOGY AND OPENFLOW

6.1 Speed and Reliability

6.1.1  Minimal Failure Recovery Times

Using the OpenFlow controller, logic is developed by network engineers to pre-engineer
failover scenarios per middlebox and per link and then update the flow tables in all OpenFlow
middleboxes with this precalculated logic. By using advanced failover algorithm techniques, it is
possible to automate the calculation of advanced failover scenarios that would effectively reroute
traffic with only the loss of the Ethernet frame that is currently on the affected link.

Therefore, appropriate engineering design based on OpenFlow creates networks in which the
loss of a network link only directly affects the two OpenFlow middleboxes that are connected to it.
Redundancy of links is easily performed by grouping ports together so that, on packet egress, the
highest priority port currently “up” is used for the outgoing packet to the next hop or its final
destination. In cases where ports are not grouped, it is possible to use logic to send a packet back out
the original port from which it ingressed. This is impossible with traditional Ethernet but possible with
OpenFlow and serves the purpose of redirecting traffic back into a switch for the purpose of resending
it out an alternate port. With OpenFlow, using granular-enough rules, it is possible to ensure the safety
of packets traversing links except for scenarios where a link fails while the packet is traversing the link
itself or packets are queued in the outgoing port of the middlebox hardware.
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6.1.2  Minimal Network Transit Latency Times

While OpenFlow methods alone do not automatically determine the shortest path between hosts,
OpenFlow does provide the ability for network engineers to more easily implement network-specific
algorithms that provide this, even for large networks. Furthermore, latency can be reduced for GOOSE
message packets by implementing action logic in the very first flow table on the OpenFlow-enabled
hardware, effectively minimizing the amount of logic to get the packet from one port to another.
Furthermore, OpenFlow provides a built-in traffic shaping ability that can prioritize protection traffic
without requiring the classical CoS IEEE 802.1Q tags.

6.1.3  Per-Link and Per-Host Bandwidth Calculations

SDN offers distinct advantages when it comes to bandwidth calculations. OpenFlow methods
are capable of not just rate-limiting unicast, multicast, and broadcast traffic, but can limit any flow
matching a particular flow table entry. OpenFlow is further able to take advantage of a traffic whitelist
capability to simply allow only certain specific data types to be forwarded to a host on a strict preset
bandwidth. A traffic whitelisting model is able to provide the most protection-based security for the
link because it can simply drop unexpected traffic flow that may otherwise cause link or host
availability problems. Because OpenFlow hardware can be modeled entirely in software by using
emulators such as Mininet [7], bandwidth calculations of expected traffic based on predicted
applications can be modeled accurately without the need for physical middleboxes, SCADA hardware,
or protection devices. These calculations must next be considered in light of any additional network
traffic. OpenFlow’s statistical gathering capabilities via counters also provide an easy method of
retrieving detailed bandwidth data for real-time data flow analysis. The OpenFlow counter capabilities
are granular enough to be able to gather data on both the hosts and the link, even under dynamic
conditions.

6.1.4  System Performance Modeling and Testing

Because an SDN system can be modeled entirely in software, the OpenFlow controller,
middlebox hardware, and most any traffic type can be modeled on one or more computers without
hardware being involved. This technology provides the opportunity to develop tools based on these
methods to fully stage, test, and simulate traffic and applications similar to the way power systems are
modeled today. This will greatly speed up testing and implementation times and will be able to record
more accurate numbers and prevent surprises in the field.

6.1.5  Separation of Traffic by Type and Application

The OpenFlow match/action flow-table sequences have the ability to separate traffic types to a
highly granular level. As an example, OpenFlow can simply match and forward protection traffic as
quickly as possible while assigning a low-priority queue to all other packets not matching protection
packet headers. OpenFlow also has the ability to physically separate out traffic by dedicating a group
of redundant ports, a port group, specifically to whitelisted protection traffic and can be configured to
simply drop all traffic not matching protection criteria on a particular physical link.

6.2 Maintainability

One of the promises of SDN is the decrease in day-to-day operational complexity. Because
OpenFlow provides a network-wide snapshot of the system, it is easier to visualize and be alerted to
any changes in the PCEN. Some modern OpenFlow controllers, such as Big Switch Floodlight [8], are
attempting to integrate graphical user interfaces, with the goal of making operational changes to the
network intuitive and interactive rather than a command-line task. Because network operators can
update flow tables in real time, tasks that require temporarily re-architecting the network to add,
remove, or upgrade hardware or firmware can be scheduled, potentially without packet loss.
OpenFlow more easily supports test modes because test hardware on the network can be easily
integrated by simply updating flow tables to forward test messages to specific manufacturer MAC
addresses. Because network flow rules are kept in a centralized OpenFlow controller, replacing
hardware is as simple as pushing out a set of rules to a new OpenFlow-enabled middlebox. Finally, the
nonproprietary nature of OpenFlow holds the potential to drastically reduce operation and
maintenance (O&M), documentation, and hardware costs for highly reliable PCENs through better
ease of use and maintainability.
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6.3 Cybersecurity

One of the most explicit SDN benefits is the ability for network operators to know exactly what
communications flows should be on the network and what path they take, while giving the ability to
deny all other traffic. The ability to manage communications by flow rather than packets improves end
user ability to perform long-term network management. The OpenFlow protocol allows for hybrid
whitelist/blacklist security models so that teleprotection communications can be detected and
forwarded as quickly as possible while other traffic types can be forwarded to the controller for human
alerting and approval input. Traffic matching known malware signatures can be immediately
discarded. The OpenFlow traffic whitelist capability allows only specific data types to be forwarded to
a host on a strict preset bandwidth. The whitelisting model provides the most protection-based security
for the link because it can simply drop unexpected traffic flows that may otherwise cause link
insecurity.

OpenFlow exceeds the traditional needs for an intrusion detection system (IDS) and IPS
because it acts in either a reactive mode (allow wildcard communications, but send copies of flows to
a centralized 1DS) or a proactive mode (drop all unapproved flows). Because OpenFlow has visibility
of OSI Layers 1 to 4, it can act as a traditional firewall with more granular per-header packet blocking
capabilities.

7 CONCLUSION

OpenFlow has the potential to be vastly superior to present STA failure-handling methods
because flow tables work with precalculated failover methods. SDN does not require enabling hot-
standby links previously disabled by STA methods to prevent data flow loops. Also, SDN acts on link
loss without disrupting large segments of a network. SDN networks can react much more quickly to
disruptions than STA, which requires peer-to-peer RSTP communication with neighboring switches to
determine active links.

OpenFlow can emulate the capabilities of traditional CoS tags and automatically prioritize
protection traffic without requiring other priority indicators on the packets themselves, thereby
reducing complexity for protection engineers. Traffic engineers can implement custom logic in an
OpenFlow controller to reduce complex architectures and minimize latency, even under failover
conditions. OpenFlow can be used to emulate entire environments purely in software, leading to the
much quicker and easier calculation of host and network link bandwidth usage. The OpenFlow
whitelisting capabilities can be used to minimize the amount of unexpected, nonprotection traffic
between GOOSE hosts and prevent traffic floods that may otherwise render hosts inaccessible. While
traditional rate-limiting and MAC address filtering may be used to achieve similar results, OpenFlow
is more flexible and does not require manufacturer-specific protocols or features.
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1 INTRODUCTION

The requirements for improvements in the efficiency and quality of protection schemes at the distribution level of the
electric power systems highlights the need for development of new methods and tools that can help the industry achieve
these goals. That is why it is very important to start a discussion on the opportunities that exist to develop a set of
engineering tools based on the development and experience with the use of utility standards and the IEC 61850
substation configuration language.
The first part of the paper describes an object-oriented engineering process for the development and implementation of
protection schemes based on five stages in a utility’s standardization process:

o definition of distribution system protection philosophy

o definition of a distribution protection scheme type

e selection of approved protection and control IEDs

e design of the protection scheme

e instantiation of the protection scheme as part of a substation protection system
The second part of the paper describes the IEC 61850 Substation Configuration Language (SCL) and the different types
of files that it defines - SSD, ICD, SCD and CID. The need for a new SCL file named ISD (IED Specification
Description) is introduced. Their use at the different stages of the engineering process is then presented. This covers the
different components of the model, such as:

e Substation topology
Distribution feeders
Communications infrastructure
Protection, automation, control, energy management and other functions
Multifunctional intelligent electronic devices

e Their associations with the primary equipment and the communication system
The paper then identifies some missing components that require extensions to the existing models or development of
new models.
The paper later describes the engineering process based on this concept and the use of different standard files to achieve
different engineering tasks.
A four stage standardization process defined by CIGRE Working Group B5.27 is described in the paper. The use of IEC
61850 SCL files as envisioned by the working group is described as well.
Standards based engineering offers some significant advantages that are described at the end of the paper. At the same
time this approach may require some changes in the organizations and the methods and tools used for engineering. It
will also need some initial investment, but the long term savings will result in significant savings in time and money, as
well as improved quality of the schemes and the reliability and security of the distribution power system.

2 OBJECT-ORIENTED STANDARDS BASED ENGINEERING OF PROTECTION SYSTEMS

Intelligent (microprocessor-based) Electronic Devices (IED) for data acquisition, protection, measurements and control
have gained widespread acceptance and are recognized as essential to the efficient operation and management of
substations. Their integration in hierarchical substation protection and controls systems over a substation local area
network allows significant improvement in the functionality of the system without any increase in the cost. This
integration process in substations using IEC 61850 as the communications protocol is based on object models that
require the use of appropriate tools to represent the complex architecture of the substation, the communication system
and the multiple functions in the IEDs themselves. A major part of the engineering of a substation automation system is
related to the architecture and configuration of the secondary equipment in the substation. This requires the development
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of a formalized format that allows the description of all different elements and their relationships. IEC 61850 defines the
object models of the different types of primary and secondary equipment, as well as their functionality in the substation.
The object-oriented approach to the engineering of the substation protection system is based on the system hierarchy and
contains nested objects with different levels of complexity that can be defined as part of the standardization process.

At the top of the hierarchy is the substation protection automation and control system (SPACS) that contains multiple
instances of bay protection, automation and control schemes (BPACS), each defined as a complex object — SPACSO or
BPACSO (see Figure 1).

Each BPACS contains multifunctional IEDs, defined in the object-oriented design process as a protection, automation
and control objects (PACO) with scheme specific functionality.
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Fig. 1 Object model hierarchy

Each PACO contains multiple logical device objects (LDO) with specific functionality:
Protection

Automation

Control

Measurements

Monitoring

Recording

Analysis

Others

Each LDO can contain one to many sub-logical devices sSLDO. The sLDO at the bottom of protection system/scheme
hierarchy contains the Function Elements (FE), the smallest functional objects that are represented by Logical Nodes in
the IEC 61850 model.

A substation protection and automation system also includes different tools for visualization and control of the primary
and secondary substation equipment - the substation HMI. The user can navigate through the multiple views of the
substation one-line or communications diagrams, or check the status or settings of a specific IED. The development of
the HMI and the mapping of the multiple analog and binary signals from the IEDs is a very labor intensive process that
also can be subject to errors at different stages of the engineering process.

The standardization process typically defines bay level objects, but more and more utilities are going in the direction of
using standard substations, especially at the distribution level of the electric power system.

It is important to understand that standardization, like everything else, has benefits and drawbacks. The analysis of both
clearly shows that the benefits are much more than the drawbacks, especially if we consider the long-term benefits
against the short-term drawbacks. Even though it will impose an initial cost and resource burden, in the long run it will
lead to significant cost savings and improvement in the quality of the secondary systems. The benefits of such an



Actual trends in development of Power System Relay Protection and Automation
1-5 June 2015, Sochi (Russia)

approach can be further improved if the standardization applies not only to the protection schemes' engineering, but also
to IED configurations, settings, logic, etc.

Although some non-monetary benefits might be achieved in the short term, the standardized designs should be applied
for a period of time in order to realize the anticipated full benefits, but this period should not be so long that the
technology becomes obsolete or too far out of date compared with the latest available.

Fig. 2 Substation bay examples

The development of standard secondary schemes is based on:
Utility standards
Utility best practice
National standards
International standards:
o IEC
o |IEEE
Industry best practice:
o CIGRE reports
o |EEE Power System Relaying Committee reports

Detailed analysis of the standardization of protection and control schemes, definition of a standardization process, the
benefits and challenges of this approach based on the experience and practices of many utilities from around the world is
available in the CIGRE Technical brochure 584 "Implications and Benefits of Standardized Protection and Control
Schemes" prepared by working group B5.27.

The contributions of this work, combined with the best practices from the established standardization process within a
utility provide the foundation for the standardization strategy described in this paper.

2.1 Standard bays

The efficiency of the standardization process can be significantly improved if the design of the substations is based on
standard bays.
Standard bay design includes the following elements:
e Bay scheme
Bay layout
Bay primary equipment
Instrument transformers location
Instrument transformers

The following distribution bay types are commonly used in a utility’s distribution system and included in the
standardization process:

HV breaker-and-a-half

HV single breaker

MV single breaker

HV transformer

MV transformer
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The functional and performance requirements in standard secondary systems are defined by the philosophy and
criticality of the application.

The overall standard scheme design will be based on the combination of the bay type and voltage level or criticality
factor.

2.2 Standard substations

The highest level of efficiency of the standardization process can be achieved using standard substations. It is possible to
design standard distribution substations and it is already a common practice in some utilities.

Such strategy will offer significant benefits, since it will support the design of standard container style control houses
that can be produced, configured and commissioned in a factory environment.

This will result in a significant reduction of the amount of work that needs to be done at the site, especially if
standardized interface between the substation process and the control house is designed and implemented.

3 STANDARDIZATION PROCESS

A standard secondary scheme is defined as a single set of multifunctional IEDs integrated using process and inter-device
interfaces in order to provide all required by the application functions, such as protection, control, status monitoring,
measurements (including synchrophasors when required), communication, condition monitoring, recording, event
reporting, fault locator and power quality.

For each standard scheme a four step standardization process is followed.

3.1 Standard scheme template

This is Step 1 of the standardization process and covers the definition of the functional requirement specification for a
standard secondary scheme based on a utility’s philosophy and practice.

It is a conceptual description of the scheme. This is typically the formalized description of the application of protection
and control philosophy to a specific type of bay as described above. The templates should include all of the necessary
components of the documentation of each subsequent stage.

At this stage the functional requirements and integration constraints need to be defined. These are detailed requirements
associated with the bay topology, voltage level and criticality, communications requirements, etc., resulting in some
interfaces and functions being defined.

This stage should also include primary single-line diagram, secondary functional diagrams, trip matrix, setting and
testing philosophies.

Items that are left “generic” at this stage are types of primary equipment or IEDs. They may be considered, but are not
specified at this stage.

In addition, the description of the functional specification in the form of an IEC 61850 Substation Specification
Description (SSD) file is recommended, thus allowing the automation of the procurement process based on exchange of
such files between a utility and its suppliers.

Step 1 of the standardization process is performed by a utility’s secondary core group of experts responsible for the
engineering of standard schemes at the company level.

Fig. 3 Standard scheme “Template”
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3.2 Defined standard scheme

This is Step 2 of the standardization process and represents a development stage of a standard scheme that defines the
primary plant and the hardware interfaces with the specific type of bay covered by the scheme. The CB, disconnectors,
earth switches, CT/VT and auxiliary interface specifications, signals list/diagram (hardwired or communications based)
are specified at this stage.

The defined standard scheme can be used for the same or similar types of new or existing installations without ANY
changes in external wiring, signaling and equipment.

Allocation of functions to generic (abstract) IEDs is also defined at this stage. The required functionality of individual
IEDs can be described also using the newly defined IED Specification Description (ISD) file, thus allowing the
automation of the procurement process based on exchange of such files between the utility and its suppliers. This will
support automatic selection of the IEDs that meet the requirement specification for a specific standard scheme by
comparing the I1SD file with the existing IED Capability Description (ICD) files.

The definition of the required interfaces (including quality) with the process at this stage also allows the definition of the
scheme terminal blocks that are signal specific, but not product specific.

Step 2 of the standardization process is performed by the utility’s experts responsible for the engineering of standard
schemes at the company level.

Fig. 4 Standard scheme “Defined”

3.3 Applied standard scheme

Step 3 of the standardization process is what is typically considered by the utility as a “standard secondary scheme”.
This includes the use of approved specific IEDs or other secondary equipment. The IED selection should ensure that all
functions and functional elements defined for the scheme template in stage 2 are available in the selected IEDs.

The IED HW, SW and parameter-set versions, IED configuration tools, signal list (hardwired or communications based),
wiring diagrams, cable lists and standard settings are specified at this stage

The global settings, including programmable scheme logic, of the IEDs are introduced at this level of standardization.
However, at this stage there are still no local settings or other site specific configuration parameters.

In case that the utility wants to use a different supplier for the same scheme, it will result in a different scheme template
implementation that meets the requirements of the above definitions.

Since at this stage all IEDs and their interfaces are defined, the functionality of the standard scheme is configured using
IEC 61850 engineering tools based on the ICD files of the individual IEDs and documented as a Substation
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Configuration Description (SCD) file. From this file the individual IED Configuration tools extract the Configured IED
Description (CID) files used to configure them for operation in the substation.

Step 3 of the standardization process is performed by the scheme supplier based on the documentation produced in step
2. The development of the standard scheme should also involve at least two members of the utility’s group of experts
responsible for the engineering of standard schemes at the company level.

The standard scheme should be subject to type testing before it is approved for use by authorized utility representatives.
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Fig. 5 Standard scheme “Applied”

3.4 Instantiated standard scheme

This is a site specific implementation of the standard scheme (i.e. an instantiated standard scheme from stage 3). Site and
application specific settings are implemented at this stage, and all hardware is defined.

While instantiation excludes any modifications besides site specific setting-parameters and site specific naming,
specialization on stage 4 offers the opportunity to adapt the standard scheme typically to variations in primary HW-
components when used in existing sites.

At this stage the IED specific calculations and setting files as well as specific commissioning, maintenance and testing
procedures are applied.

In special cases also other modifications can be considered. This may appear as a deviation from the standardization
process, however it takes advantage of the developed standard scheme for a special application that may not justify
going back to stage 3 of the process.

Step 4 is performed by the secondary scheme supplier based on setting files and procedures supplied by the utility. Test
reports and other documentation produced during the production, configuration and commissioning of the scheme
should be reviewed and approved by authorized utility representatives before the scheme is delivered to the site.
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Fig. 6 Standard scheme “Instantiated”

4 IEC 61850 STANDARD FILES

The development of IEC 61850 had as one of its goals the definition of a file format that describes the components of
the substation and the protection and automation system in a way that allows most of the engineering tasks to be
performed automatically.

In order to allow the modeling and exchange of data between different engineering tools required at different stages of
the substation engineering process, that file format has to meet the requirement for interoperability. At the same time the
overall engineering process should be designed taking into consideration the fact that during the early stages of
implementation of IEC 61850 it may be necessary to use also some proprietary data formats.

Part 6 of the IEC 61850 standard defined the Substation Configuration Language (SCL) and its use to describe the
substation configuration, IED’s and communication systems in a way that corresponds to the object models defined in
different other parts of the standard. SCL is based on UML and XML.

It is used to describe the substation connectivity, IED configurations and communication systems according to parts 5
and 7 of the standard. Description of the relations between the substation automation system and the substation
(switchyard) itself is included as well .

SCL was developed to support easier engineering of substation automation systems and application functions. It allows
the description of a substation or an IED’s configuration to be passed to a communication and application system
engineering tool.

Its main purpose is to allow the interoperable exchange of communication system configuration data between an IED
configuration tool and a system configuration tool from different manufacturers.

The SCL supports the development of engineering tools that are capable of describing:

e The substation one line diagram representing the different voltage levels, busses, transformers, bays and switch-
ing devices. The functional requirements should also be included in terms of allocation of logical nodes to the
primary substation equipment.

e The IEDs to be used to perform the required functions based on a fixed number of logical nodes (LNs)

e The communication interface of the different IEDs — specifically their connection to the substation local area
network

e The Client-Server and Peer-to-Peer communications for the specific substation automation system implementa-
tion



Actual trends in development of Power System Relay Protection and Automation
1-5 June 2015, Sochi (Russia)

The standard does not define any specific software tools that support the intended engineering process. This is a task that
the IED manufacturers, substation automation system vendors or third party providers have to develop based on the
requirements of the market using the different types of files defined in the standard.
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Fig. 7 IEC 61850, Part 6 - System Configuration Language (SCL) - UML

5 SCL FILES

IEC 61850 defines several types of files required to support the intended engineering process. In order for an IED or a
system solution by a manufacturer to be compliant with the standard, they have to support the use of the files described
below directly from the IEDs or through tools delivered with the system.

5.1 System Specification Description

The description of the system is the first step in the engineering process and until now has not been based on any
standardized approach. The IEC 61850 engineering process envisions the use of substation specification tools that allow
the user to describe the substation design and associated functional requirements for the substation protection and
automation systems.

The data exchange from such a system specification tool and other tools utilized in the process should be based on the
System Specification Description files defined in the standard. They have an SSD extension.

The SSD file describes the single line diagram of the substation and the functional requirements represented by logical
nodes. The logical nodes can be abstract in the sense that they are not allocated to specific IEDs.

52 IED Specification Description

Allocation of functions to generic (abstract) IEDs is part of the engineering process. The required functionality of
individual 1IEDs can be described also using the newly defined IED Specification Description (ISD) file format, thus
allowing the automation of the procurement process based on exchange of such files between the utility and its suppliers.
This will support automatic selection of the IEDs that meet the requirement specification for a specific standard scheme
by comparing the ISD file with the existing IED Capability Description (ICD) files. This file will be included in the next
edition of the standard.

5.3 IED Capability Description

The default functionality of an IED in the substation configuration language is represented by the IED Capability
Description (ICD) file. It is used for data exchange from the IED configuration tool to the system configuration tool.
This ICD file describes the capabilities of an IED. It contains exactly one IED section for the IED whose capabilities are
described. Since it represents the default functionality (i.e. before it has been configured), the IED name in this file is
TEMPLATE. The file also includes the different logical node types as they are instantiated in the device. The file
extension shall be .ICD for IED Capability Description.
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54 Substation Configuration Description

The configuration of the system is represented by the substation Configuration Description (SCD) file. It contains
substation description section, communication configuration section and all IEDs.

The IEDs in the SCD file are as they are configured to operate within the substation protection and automation system.
These files are then used to configure the individual IEDs in the system.

5.5 Configured IED Description

The Configured IED Description file includes the substation specific names and addresses instead of the default ones in
the ICD. It represents a single IED section of the SCD file described above.

5.6 SCL Files use in the standardization process

The different IEC 61850 System Configuration Language (SCL) files described above can be used to improve the
efficiency of the engineering process at all stages of the engineering process.

The table below illustrates which files are used at which stage of the development and implementation of the standard
schemes.

Phase Bay | PAC Plant What it means
Devices | Application /
Substation

A | Standard scheme — template G G G Totally generic SSD, ISD
B | Standard scheme — defined S G G All HW interfaces fixed SSD
C | Standard scheme — applied S S G IEDs fixed ICD, IID
D | Standard scheme: S S S Everything fixed, also
1 | Instantiated settings (= standard
2 | Instantiated with small scheme applied in reality)

variations SCD, CID

S = specific; G = generic; B and C can be one step.

6 CONCLUSIONS

A significant part of the engineering of a distribution substation automation system is related to the architecture and
configuration of the primary and secondary equipment in the substation. This requires the development of a formalized
format that allows the description of all different elements and their relationships.

An object-oriented standardization process based on standard bay types can help improve the efficiency and quality of
the protection and control systems.

A four step standardization process takes advantage of the IEC 61850 Substation Configuration Language that allows
standard representation of the system design and interoperability between different engineering tools.

IEC 61850 provides an excellent opportunity for the formalization of standards based object-oriented approach to the
design of substation protection schemes or systems.

The use of the standardization approach described in the paper requires an initial investment in developing and properly
type-testing the standard schemes for each type of bay. But this investment will be quickly paid off by the use of the
standard schemes in multiple installations. It will support the development and use of standard testing template that can
be executed automatically by advanced testing tools.

Such standard schemes will result in much faster commissioning of schemes with much better quality, thus significantly
improving the efficiency of the engineering process.
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1 INTRODUCTION

Properly protecting a transmission line of extra high voltage equipped with series
compensation it is still a major challenge for the system protection engineers. The applied conditions
resulting from this configuration still present operating conditions not properly resolved that entail
great difficulties in determining your settings, and with the risk of an almost certain improper
actuation eminent for the reasons to be exposed during the presentation of this work. Another aspect to
be considered is that, in many of these applications, the manufacturers of relays available in the market
today present the characteristic impedance type MHO or quadrilateral for measurement of these
impedances, which implies in some cases to increase the performance of the respective protection
zones (mostly the zone 1), compromising their respective times of network stability or reducing
significantly your range precisely because of the presence of these capacitors looking to avoid undue
performances for faults in parallel circuits and or at the beginning of the circuit.

The present work had, as a main motivation, the results obtained during the tests performed by

the company Farfilho Consulting Trading and Representations LTDA, hired by IENE, for the
coordination and execution of the tests for protection of your 500 kV lines along the RTDS (Real
Time Digital Simulator) of FURNAS in 2011. These tests were designed to validate dynamically the
adjustments of the protection circuit that interconnects the electric substations Colinas - Sdo Jodo do
Piaui as shown in the diagram of the Figure I.
These tests were performed in more than 600 simulations covering all types of fault scenarios in
relation to the specific protection to the spark-gaps of banks and whether these systems work or not.
The most important conclusion of these tests is that they reduce the range of Zone 1 (around 50%) of
the line terminals, due to the overreach of same for external faults in parallel line due to the presence
of sub synchronous component (7ables 1 and 2), which made the system protection of these lines
virtually dependent only on the adjustments of the zone 2, associated with the system of teleprotection
scheme POTT (Permissive Overreaching Transfer-Trip).

In possession of the arguments cited, this work will propose steps to minimizing these
operating conditions developed for operation in parallel with the Fourier algorithm common to all
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manufacturers of digital signal processing techniques, such as the Wavelet Transform [4.3, 4.5],
concepts of pattern recognition through analysis of the clusters, and finally of the neural networks to
detect the presence or absence of a series capacitor in the fault loop. These conditions detected should
occur in a time less than or equal to 1 cycle, and once detected the series capacitor in this loop will be
used as the principle of traveling waves (Al, AV) [4.4] to be able to see the fault with the correct
directionality and with the maximum possible range of the protected line. These procedures will
increase the reliability and make redundant the currently operating protections in the system with zone
2 added to the relay protection system POTT (Permissive Overreaching Transfer-Trip) [4.1]. Then,
these algorithms will be tested on 500 kV circuit presented in Figure 15.

2 - Objective

2.1 Theoretical Concepts

The two most important operating conditions as a result of this application on the agenda are
as follows:
* Current reversal: this condition, presented in Figure 2, occurs when Equation [1] is true
* Voltage reversal: this condition, presented in Figure 3, occurs when Equation [2] is true

In some ways, the conditions presented above can be avoided belong the project and the
definition of the level of compensation to be effected in the line, together with the equivalent network
and other system informations. The component sub synchronous already present in the current
waveforms depends on whether the series capacitor is inserted, or not, in the fault loop. Here is made a
brief analysis of a single-phase R-L-C circuit for the two main conditions where the solution of
differential equations of R-L (Inductive Loop) and R-L-C circuit (Inductive and Capacitive Loop)
have the following main characteristics:

* RL Circuit: DC Component and fundamental frequency of 60 Hz
* RLC Circuit: DC Component, fundamental frequency of 60 Hz and natural frequencies damped
oscillatory frequencies

These natural frequencies g are obtained from the roots of the complex differential equation
and display the values given by Equation [3].

In the Figures 4 and 5 are presented both typical waveforms through the modeling of a single-
phase circuit in ATP software.

These concepts '¢an be extended to transmission systems, where the lines with distributed
parameters modeled by compensation factor that adds to the aspects cited the high-frequency
components present in current waveforms, due to reflections of waves that travel to the condition of
faults on the line with the presence or absence of these banks. Another important aspect to be seen is
the operating excursion impedance vector for the condition of the inductive - capacitive loop. From the
modelling performed in MATLAB with typical Fourier algorithms for extraction of the modules and
phase of the voltage and current vectors, where we can observe the excursion of the vector impedance
for a typical three-phase fault. Unlike the inductive loop featuring a characteristic more well behaved
in R-X, that have an oscillatory behavior due to the presence of wg frequency, showing a form similar
to a logarithmic spiral. This characteristic is responsible for possible underreach or overreach in these
protection relays, as shown in Figure 6.

2.1.1 Development of Algorithms n

2.1.1.1 Algorithm Classification

To clarify, the main problem so far for this type of application is the presence of series
capacitors in the fault loop. The intention here is to propose a digital algorithm, operating in parallel
with the conventional impedance measurement that detects the presence or not of a capacitor on this
loop. Once detected, the same protection system uses the discrimination of directionality concepts of
AV and Al by wave travelling [4.1,4.4], blocking the action of Zone 1 for these conditions. By the
concepts already presented this shows that the problem is typically classification, i.e., identify if the
fault loop is inductive or capacitive-inductive. The primary tool to be used in the classification will be
the Wavelet Transform which is well known in the academic world and widely used [4.3,4.5], where



Actual trends in development of Power System Relay Protection and Automation
1-5 June 2015, Sochi (Russia)

the main objective is to detect the high frequencies to be captured in the current signals. In summary,
this transformed form multiplies the input discrete signal by a series of functions well behaved at the
time called Wavelet Mother. These do nothing more than answer the urge to filters high - pass and low
- pass. Then, after this multiplication, moved this signal by 2, and so on, increasing the resolution in
frequency at the expense of reply in time.

These multiplications results in levels with their Wavelet coefficients (Details (D) and
approach (A)) indicating the presence of this frequency in the range under analysis. The main
difference of this tool, compared to the Fourier transform, is the fact of owning an Escalation
Parameter (a) shown in Equation [4], which enables a logarithmic scale for the analysis of the sign in
question. This is unlike the Fourier Transform that defines the size of the watch window and displays
the same resolution for the entire frequency spectrum of the signal.

In Figure 7 is presented the block diagram of the algorithm MRA (Multi Resolution Analysis)
used for Wavelets analysis.

For the first tests using the above tool modelled on the ATP circuit R-L-C with concentrated
parameters using the values obtained from the circuit of Figure I and shown some of the values used
in Table 3 below. In Table 4 then the Wavelet decompositions are presented and the amount of
samples contained in windows, 1/2, 3/4 and 1 cycle of 60 Hz was used for the development of the
algorithm in a sampling frequency of 512 samples/cycle or 30720 Hz, which provides measurements
of the frequency bands listed in its decomposition levels as shown in the diagram of Figure 7.

From here on this kind of algorithm is modeled on ATP a 500 kV double circuit, generating
70 cases in total, being 30 cases to the inductive loop and 40 cases for the inductive-capacitive loop,
varying the angles of fault incidence (0 and 90 degrees), the level of compensation of the lines (50 and
70%) and the source impedances, reproducing within the possible operating conditions found in tests
performed in FURNAS[4.6].

2.1.2.2 The Neural Network and the Clustering Analysis

The window size and the wavelet level used to detect the presence of a series capacitor was
chosen through a bi-dimensional cluster analysis of wavelet coefficient presented in Figure 10 and to
neural network training and testing the data were separated into two sets, where the first strategy was
to pick up differences in the high frequencies of the signal due to the presence or not of the capacitor
through the wavelet detail levels.

It can be seen by the results obtained that the data is not overlapping; however there is a linear
separation, not getting a proper classification. The second strategy is to get the fastest current decay
due to the presence of sub-synchronous frequency in the inductive-capacitive signal. To this end, it
was used the 8 level approximation component of wavelet transform with the goal of obtaining a
filtered signal eliminating the highest frequencies that could interfere with the measurement in this
decay. To measure the speed of the decay it was used an approximation of the derivative through the
differences between consecutive samples. In the Figure 11 1is shown the cluster analysis based on
derived vector module 8 level of Wavelet approximation using Daubechies Wavelet Mother 10 and
using a data window of 3/4 of a cycle.

Therefore, in general, the algorithm developed has the following steps:

— To start the algorithm it was elaborated a criterion of overcurrent that could ensure that the data
window was effectively within the fault. With the separation of this window it is calculated the
coefficients of the discrete wavelet transform.

— For the RNA training it was generated two data sets and a network test by varying the angle of
incidence of the fault, the level of compensation and the fault of impedance, totaling 36 cases. The
circuit used to generate this data was the circuit of Figure 16 to enable greater ease of variation of
the parameters but consistently in order to extract the characteristics of the phenomenon in
question.

— Before submitting the data to the Neural Network, these data above was normalized for better
performance of the RNA training algorithm, where the form of normalization chosen was the
Division of the data by the absolute maximum value in the table, using the supervised training
algorithm of Resilient back propagation type which is based on the original back propagation
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algorithm. The above only uses the signal to determine the gradient direction to update the
weights, resulting in a greater speed in overcoming the local minima of the learning curve where
the gradient module approaches zero.

For this condition the RNA showed better performance when had the setting 3-30-1, and the
chosen functions for activation of the hidden layer neurons and output layer were hyperbolic tangent
and logistic sigmoid function respectively. As a result, the training had an error equal to 10-3 hit in 18
seasons. In the Figures 12 and 13 are presented the basic structure of the network used and the error
curve obtained for the simulated cases.

2.1.2.3 The Directionality Algorithm

Once the presence of series capacitor has been defined in the fault loop, is possible now, block
the unit of Impedance on distance protection Zone 1 and use the concepts of Travelling Waves already
quite well known, and used on a large scale by some suppliers. In summary, this concept based on
superposition theorem uses current and voltage variations that occur in a fault window to generate the
signals of Al and AV due to these variations (Figure 15). These components containing all frequencies
contained the signs unless the fundamental component of 60 Hz is literally the first effective incidence
of waveforms, regardless of the presence or not of the capacitors in the circuit, as well as the
performance of their respective protections. [4.1, 4.4].

This directionality is intrinsic to the phenomenon shown in Figure 18 where we have
polarities with different signs for faults in one direction (forward), and equal polarities in the opposite
direction (backward). Another important detail that must be emphasized is their speed in detecting this
directionality, i.e. around 4 ms or 1/4 of cycle.

2.1.3 Modeling and Testing

For the modeling and testing of the proposed algorithm, it was made up the 500 kV circuit in
MATLAB/Simulink software as shown on diagram of Figure 19. The measurement terminal was
placed in each terminal and these measurements should be considered important with regards the
above. The capacitor Series have two Bank's own intrinsic protections that are quick acting
(performance < 1ms) and slow acting (< 25ms). For the project, will be consider that having internal
faults on the line and when there is action of the quick protections it will be considered as an inductive
loop, and for slow protections, as inductive-capacitive loop.

Therefore, in this circuit 10 cases with incidence angle of 0° and 90° on the distances of 25,50
and 75% of the terminal for internal two Phase faults. Then they were generated 04 cases in parallel
line to 50 and 75% with the same types of faults. By the characteristics adjusted for the intrinsic
protections of banks had for these conditions 03 cases of fast acting protection (RL circuit) and 07
cases of slow protection performance (RLC circuit). The cases of fast acting protections were mainly
the DC component of the fault current to shift the same in the time axis. In the Figure 19 are presented
the performances of currents and voltages of the MOV bank as well as the typical voltages and current
forms obtained in these simulations as a typical curve MHO to one of simulated cases.

2.2 - Equations

[1] IXc| > |XF + XL|
[2] [Xc| < |XF + XL| and |Xc| > |[XL|

2
1 R
31 @4 = E_(Zj

1 0 t—n.aom.bo
[4] (waXm,n)_—m | x(t).u{—m dt
ag ~® aQ
Where:
a — Parameter scale
b — Translational Parameter with m and nand Z, a0 > 1 and b0 # 0
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2.3 - Figures and Tables

Figure 1: 500 kV System — IENE — SE's Colinas — Ribeiro Gongalves — Sdo Jodo do Piaui
Note: All reactors are banks of 3x60 Mvar
Capacitive compensation series of 48% in LT COL-RGO and 49% in LT RGO-SJP

Figure 2: Current Reversal

Figure 3: Voltage Reversal

Figure 4: Typical Current Waveform - RL Circuit

Figure 5: Typical Current Waveform - RLC Circuit
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Figure 6: Excursion of Impedance Vector - Inductive/Capacitive Loop
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Figure 7: MRA Algorithm - Multi Resolution Analysis

Figure 8: Circuit Modelled in ATP platform

Figure 9: Typical waveforms for fault Loops
Red = Inductive Loop
Green > Induction/Capacitive Loop

[mi=)
X
o7 | 4+ a
-+
[ =1 —
[ = 4 ]
= -+
E ooal -+ ]
=
= 0.3 - - - —
: -+
oz | -+ ++ - N
-+
o1} * - m
ES
I:11 7D,I9 -0 IEE -0 ,I7 7D,IE 7D,I5 -0 I4 -0 ,I3 -0 ,I2 7D,I1 [m]
PeAimirmum
Figure 10: Cluster analysis - Level 5 (Wavelet Detail)
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Figure 11: Cluster analysis - derived from Wavelet approximation of level 8
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Figure 12: Artificial Neural network

Best Training Performance is 000077608 at epoch 18

Mean Squared Ertor (mse)

o = ) = = 10 = 1a 15 il
18 Epochs

Figure 13: Error Graphic

Figure 14: Polarity and Al and AV polarization

Figure 15: 500 kV diagram for final tests - MATLAB/Simulink Platform

Figure 16: Current Waveforms
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Figure 17: Voltage Waveforms

Figure 18: Impedance Diagram

Figure 19: Curves of voltages, currentes and MOV in the capacitor

Initial Value Final Value

1P Z1N 1P Z1N

Ribeiro Gongalves

30.67Q | 26.220Q | 1594 Q | 13.11 Q

Sio Jodo do Piaui

249 Q 2220 224 Q 1.99 Q

Table 1: Changing settings of the

500 kV line - Ribeiro Gongalves - Sdo Jodo do Piaui

Settings

Initial Value Final Value

1P Z1N 1P Z1N

Ribeiro Gongalves

280 25.78 Q | 1456 Q | 12.89 Q

Colinas

13.40 Q 120 1139 Q | 9.96 Q

Table 2: Changing settings of the 500 kV line - Ribeiro Gongalves — Colinas

Source CS Resistance Indutance Capacitance Indutance Capacitance
) (Hz) () () () (mH) (nF)
408248.29 3 Hz 7.106 100.6 0.2515 266.843 10546.79
408248.29 10 Hz 7.106 100.6 2.79 266.843 9507.23
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408248.29 58 Hz 7.106 100.6 94 266.843 28.21
408248.29 60 Hz 7.106 100.6 100.6 266.843 26.36
Table 3: Parameters of the R-L-C Circuit for Wavelet analysis
Frequency (Hz) Level Win;i;):;’eof b2 Win:i;:lveof Ya Wincdyoc\:;of 1

15360 - 7680 1 128 170 256

7680 - 3840 2 64 85 128

3840 - 1920 3 32 42 64

1920 - 960 4 16 21 32

960 - 480 5 08 10 16

480 - 240 6 04 05 08

240 - 120 7 02 03 04

120 - 60 8 01 01 02

60 - 30 9 - - 01

Table 4: Wavelet Frequencies Decomposition(Samples)

3 - CONCLUSION

The results obtained are encouraging with respect to the search for an alternative application
for the protection of lines with series compensation. Digital signal processing and pattern recognition
new techniques are presented as a good way for solving system protection problems that are still not
properly solved.

However, there is still a requirement for greater robustness in its algorithms so that they can
become effective in the near future. In case of this developed application, the above should be tested to
a larger and more comprehensive number of cases, as well as being analyzed to try to detect the
presence of the sub synchronous component with the shortest possible window size.
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C.1.1-9. CoBepLueHCTBOBaHNEe U3MepUTESIbHbIX OPraHOB perieMHON 3alWmnTbl MeToaamMum
undpoBom o6paboTku curHanos’

AJL. KYJIUKOB, I1.A. KOJIOBAHOB, B.A. IETPOBA
Huskeropoackuii rocyiapcTBeHHbIN TexHu4ecknii yausepcuteT uM. P.E. AnekceeBa
Poccus
inventor61@mail.ru

KJIFOUEBBIE CJIOBA

peseiiHass 3amMTa, HW3MEPUTEIbHBIC OpraHbl, [HUppoBas o00pabOTKa CUTHAIIOB, JHCKPETHOE
npeoOpaszoBanue Oypne

1 BBEJIEHHME

Crammapt MOK 61850 mnpeamonaraer CyIIECTBEHHOE YBEIMYCHHE 4YHCIA BBIOOPOYHBIX
OTCYETOB Ha MEPHOJ MPOMBIIUIEHHONW YacToThl (N = 80 minu 256) npu 00paboTKe CUTHAIOB TOKOB U
HanpspkeHuit [1]. B cBs3M ¢ 3THM yBeNMUYMBAIOTCS TPEOOBAHHUS 10 OBICTPONCHCTBUIO K
M3MEPHUTEIHHBIM OpraHaM pejieifHON 3allWThl, a TaKXKe MPOUCXOANUT YCIOKHEHHE UX MPOrpaMMHON U
arnmnapaTHou 4acTu.

B coBpemeHHBIX TepMHHAJIAX pefeiHoN 3amuTel 1 aBToMaTuku (P3A) 00bIuHO McHONb3yeTcs
nMcKpeTHoe npeoOpasoBanne Pypbe (AID) [2] 1 OHEHKH KOMILIEKCHBIX 3HAYCHHI aBapUHBIX
TOKOB W HampspkeHuH. OfHAaKo TakoW MOAXOJ JajeKo He BCerja SBJIAETCS ONTHUMAJIbHBIM, C TOUYKH
3peHHS IPOU3BOAUTEIBHOCTH U TOYHOCTH MOJIy4aeMOro pe3yyibTaTa.

ABTOpaMH NpeaararoTcs HOBBIE aJTOPUTMBI HU(POBBIX M3MEPHUTEIBHBIX OPIaHOB PeJIeHHON
3alIUTBI, OOJIAJAIONINe TIOBBIICHHBIM OBICTPOJCHCTBHEM W  YJIYYIICHHBIMH TOYHOCTHBIMHU
XapaKTEPUCTUKAMU B YCIOBUAX HAINYHUSA allEPUOJUYECKON COCTaBISIONIEH.

2 OCHOBHAS YACTH

OO0uue NpeanoCcLUIKU

[MpescTaBuM BXOIHO# cuUTHAT TOKa (HanpspkeHus1) x(f) B BHIe HaOOpa AUCKPETHBIX 3HAYCHUI
x[£]. llpumenuTenbHO K 1emsaM peneitHoit 3amuThl 1D, Beinenstomee B CUrHajie JeWCTBUTEIbHYIO U
MHUMYIO YaCTH KOMIIOHEHTHI IPOMBIIINIEHHON YaCTOThI, MO’KHO 3aIHCaTh CIEAYIOUIIM 00pa3oMm:

L R o

[locnennre aBa BBIpAXEHHS MPEJCTABIAIOT CO0OW, 1O CyTH, (QUIBTPHI C KOHEYHOU
uMIyabCcHON Xapaktepuctukont (KNUX-hunbTper), KOTOphIe pealin3yIOT OJaBICHNE TIOMEX B CHTHAIIE,
npuoasas emy OAU3KyI0 K CUHYCOUOATbHOU popmy.

1 PaGora BbimonHeHa npu (GuHAHCOBOW Hoanep:kke MuHucTepcTBa oOpazoBanus n Hayku P® (cormamenne
Nel4.577.21.0124 o mnpenocraBiennn cyocuaumu ot 20.10.2014, yHUKanbHBIH WIESHTUPUKATOP TIPOCKTA
RFMEF157714X0124)
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Bripaxxenue (1) HazwiBaeTcs «Ouckpemuoe cunycHoe npeobpazosanuey (JICII), BeipakeHue
(2) — «ouckpemnoe rocunycnoe npeobpaszosanue» (JAKIT). OOMMA TPHHIMII, JSKANHA B OCHOBE
HAIID, mpenmonaraeT mapauienbHyl0 00pabOTKy OJHOTO W TOTO K€ MacCHBa JIAHHBIX O8yMs
¢unsTpamu (JCI1 u AKII) oqHOBpeMEHHO [T MOTY4YEeHUS KOMIUIEKCHOTO 3HAYCHUSI.
OpHAaKo CyIIeCTBYET U ATbTEPHATUBHBIN CITOCOO HAXOXKIEHUSI KOMITJIEKCHBIX BEJIHMYWH,
BKITIOYAIOIIHIA B CeO:
1) ¢unbTpanUI0 BXOTHOTO CHTHANA OOHUM (UIBTPOM C JCHCTBUTENBHBIMH KOd(duIMeHTamu,
TaKWUM, YTOOBI BEIXOJJHO!M CUTHAN ObLIT OJM30K K WACAILHON CHHYCOH/IE.
2) HaXOXICHUE ICHCTBUTEIBHOW M MHMMOMW YaCTH IO HECKOJILKUM OTUIBLTPOBAHHBIM OTCUYETAM
C TIOMOTIIBIO TaK Ha3bIBAEMBIX AI20PUMMOE «KOPOMKO20 OKHAY.

[Ipennoxenupii momxoa, mo cpaBHenuo ¢ JI1D, umeeT mpeuMymecTBO B TOM, 4YTO HaOOp
MOCTYNMBIIUX B WM3MEPUTENbHBI OpraH MTHOBEHHBIX 3HAYEHWH TOKOB W  HANPsKEHHHA
o0pabaTsIBacTCs MONHOIIEHHBIM (DHIIETPOM TOJIEKO OIHWH Pa3, a BTOPOH 3aMEHSETCS Topa3mo Ooliee
NPOCTBIM aJITOPUTMOM «KOPOMKO20 OKHA», YTO O3HAYaeT MPAaKTUYECKH ABYKPATHOE CHIDKCHHE
BBIYMCIUTEIBHBIX 3aTpar. Pazymeercs, mpyu 5TOM BO3HHUKAET HEKOTOpas 3aJiepKKa 10 BpeMEHHU Havyaja
BBIUMCIICHUH, TpeOyeMasi Al HAKOIUICHUS B TAMSTH HY)XHOTO KOJHMYECTBA OTCUETOB, OAHAKO OHA
0OBIYHO HEBENMKA MPH JIOCTATOYHO OOJNBIION YacTOTe TUCKPETH3AINH.

OO6o3HauuM pe3ynabTaT (UIBTPALMK BBIOOPKHM ToKa (HampspkeHus) Kak X[n]. Anroputms
«KOPOTKOTO OKHa» MOTYT OBITh pEaln30BaHbI C HCIIOIF30BAHUEM CIEAYIONINX BBIPAKECHUH!
JIByXBBIOOPOYHBIH aITOpUTM TpexBBIOOPOYHBIN ANTOPUTM

YReln] = X[n]; Yeo[n]=X[n-1];

Y|m[n]=ﬁ£X[n—l]—X[n]~cos[%JJ (3) Xim [n]zwl 4)
sinf =~

Zsin[hj
N

CpaBuurenpHbiii aHanu3 JIID nonHoro mepruoia M aaropuTMOB HA OCHOBE YNPOIIECHHBIX
METO/I0B NPHUBEICH Ha pHc. 1.

AMIUTMTYTHO-4acTOTHBIE XapakTtepucTuku (AYX), mpuBeneHHbIE Ha pHC. 1, MOKa3bIBAIOT,
KakuM 00pa3oM (WIBTPHl pearupyloT Ha pa3ludHble CIEKTPajIbHbIE KOMIIOHEHTBHI HCXOHOTO
curHasa. Ilo ropu30HTaIBHON OCH OTKIIAABIBAIOTCS] YaCTOTHI CHIEKTPAIBHBIX KOMIIOHEHT HCXOJIHOTO
CUTHAJIa, TI0 BEPTUKAIBHOW — KOXPQHUIMEHTH aMIUIUTYJHOTO NpeoOpa3oBaHusi Amax 3STHX
komroHeHT. HyneBoe 3HaueHue ko3(hQUIMeHTa CBUACTEIBCTBYET O TOM, YTO KOMIIOHEHTA BhIOpaHHOMN
4acToThl (B JAHHOM Cilydyae — 3TO BCE€ MOCTOPOHHHME TapMOHMKH, KpaTHble 50 ['m) momaisiercs
(GWIBTPOM MOJIHOCTBIO, HEHYJIEBOE — UYTO OHA BIIMSET Ha Pe3ysbTaT, U 4yeM OoJjblie 3HaueHue Amax,
TEM ee BKJIaJ OoJIbIIIe.

JKII JKIT

S S
% 3
£ £
~ =
ST S In
a) JIByXBBIOOPOYHBIN aJIrOPHTM 0) TpexBBIOOPOUHBIH aNropUTM

Puc. 1: AMIIuTY/ JHO-4aCTOTHBIE XapaKTEPHUCTHKH U(POBBIX (QHIBTPOB B COUETAHUU C AITOPUTMOM
«KOPOTKOT'0 OKHa» JaHHbIX
B uneane HaMm Hy)XHa TONBKO KOMIOHEHTa MPOMBIIUIEHHONW 49acToThl (50 I'l), ocTaibHbIC
JIOJIKHBI OBITh TOJABJICHBI MMOJIHOCTBIO, T.e. AUX ¢uibTpa M0/DKHA NMPEACTABIATh U3 ce0s y3KYIO
nosiocy ¢ Amax = 1 mns gactot B paitore 50 I'1r (¢ yaeToM TOTO, UTO 9acTOTa B CETH MOKET HEMHOTO
BapbUPOBAThCS) OJHAKO TAKOEC BO3MOXKHO TOJBKO TPH (PU3MUSCKH HETOCTHKUMOM OECKOHEYHO
OONBIIIOM BPEMEHHOM OKHE. YBEIMYCHHEC BPEMEHHOTO OKHA aHajgu3a MPUBOAUT K YIYUIICHHIO
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(GUIBTPYIOIMX CBOMCTB, OOHAKO C TOYKM 3peHHst P3A 3To o3HauaeT 3aJepKKy HpU cpadaThbIBaHUU
3aIUTHL

AUYX mHa rpadmkax OBUIH TOCTPOEHBI I (UILTPOB ¢ BpeMeHHBIM okHOM 0.02 ¢ (omuH
NepUO]] IPOMBILIUIEHHON YacTOTHI), B YCIOBUSX peanbHoro curHaina P3A 3to obecrieunBaeT Xopomuit
KOMITPOMHCC MEXIy Ka4eCTBOM (PUIBTpaIiuil ¥ OBICTPOICHCTBUEM.

N3 anamu3za AUX paccMaTpuBaeMbIX alrOPUTMOB BHUIHO, YMO HAULYYWUL pe3yIbmam npu
NPOU3BOTLHOM BXOOHOM cucHane obecneuusaemcs ¢ nomowwio JCII, m.x. y He20 MuHUMATbHBIE
KO2hpuyuenmol ycunenust 3a npederamu npomviuLieHnot yacmomel. OJHAKO CIEAyeT OTMETUTD, YTO
Ha TPAKTHUKE TAKOW aJTOPUTM SBIISIETCS] ONTUMAIBFHBIM JaJIeKO HE BCET/Ia.

Hemno B ToMm, 4uT0 Hanmuuue Oompmioro Kod3ddumnrenTta ycuineHns QUIbTpa A MOCTOPOHHEH
rapMoHuku (Hampumep, s 125 T'n qns uneTpoB Ha puc. la) eme He O3HAYAET, YTO pe3yJbTaT
¢unpTpanym OyAeT UCKaXeH — JJIsl 5TOTO HEOOXOANMO Haluyue TaKO KOMITOHEHTHI B CUTHAJIE.

B wactHOCTH, TpM BO3HWKHOBEHHH KOPOTKOTO 3aMbikaHus (K3) B Toke MOXeT BO3HUKHYTH
SPKO BBIPa)KCHHAS alieproJUYecKasl COCTaBIISIONIAs, CIIEKTP KOTOPOH COCTOMT MPEUMYILIECTBEHHO M3
HU3KUX 9aCTOT, KOTOPBIC YaCTHYHO BCE e MPOXOJIAT Yepe3 PHIbTP, UCKaXKask 3aMEPEHHOE 3HAUCHUE.

B To xe camoe BpeMs MHOTHE KOMIIOHEHTHI CPEIHHX W BBICOKHX YacTOT (IECATKH, COTHH,
ThICSIUM Tepll) B curHane P3A MoryT oTCyTCTBOBAaTh MOJHOCTHIO WIM UMETh OYEHb HU3KUH YPOBEHD 110
CpaBHCHUIO C CUTHAJIOM HpOMBIIHHeHHOfI HaCTOThI.

[ToaToMy aKTyallbHBIM BOIIPOCOM, MOJICKAIIAM pa3padOTKe B JAHHOM CTaTbe, SBISETCS
MOWCK TaKWX AITOPUTMOB pacdera, KOTOphIe obecredmin Obl Oojiee Ka4eCTBEHHOE ITOIaBIICHUE
anepruoMYECcKON COCTABIAIONICH, ITyCTh Aa)Xe U IIEHOW YXyALIeHNs! GUIBTPYIOIIMX XapaKTePUCTHK Ha
0oJee BRICOKHX 9acTOTaxX.

KoMnieHcauusi BAMSHUS anlepUOANYECKOil cocTaBsouei

B o01miem BHe aneproAnYECKY0 COCTABISIOIIYIO X,;(f) MOXKHO MPEACTABUTH CICAYIOIIMM
o0pa3om:
xan(t):XO'eXp(_t/Ta):XO'eXp(_7't)1 (5)
rjie Xy — HavasibHOe 3Hauenue x, () mpu =0 cex.; T,=1/ y — OCTOSHHAS BpEMEHM 3aTyXaHHs;

Hanwuue aneproanyeckoil COCTABISIONIEH TPUBOANT K OIIMOKAM, KOTOPBIE MIPH pacdyeTe aMIUIHTYIbI
¢ momoripto JII1® moryt mocturars 15% [4].

OCHOBHBIC QJITOPUTMBI  (DUJIBTPAIIMM  ATICPUOJIUUESCKON COCTaBJISIONICH B aBapUHMHBIX
CUTHAJIaX TOKa MOKHO pa3lIeiIuTh Ha TPU BUJA.

Anecopummul, Hacmpaugaemvle Ha DUIbmMpayur0 anepuoouteckol cocmasiaruel ¢
onpeodeieHHbIM 3HAYeHUeM NOCMOSHHOU epemeny 3amyxanus. JIIisi 3TOro 0ObIYHO UCTIONB3YeTCs apa
OPTOTOHAJILHBIX (PUIIBTPOB BHUJIA:

N N
YRel] =k21x[n—N+k]‘ak ; Yiml[7] =k21x[n—N+k]~bk ; (6)

rae a; U by — xodbdunmentsl GuiabTpa [5], KOTOpbIe MOAOUPAIOTCS TAaKUM 00Opa3oM, YTOOBI
MIOJTHOCTBIO OT(UIIETPOBATH AIEPHOANIESCKYIO COCTABIISIIONTYI0 KOHKPETHOTO 3HAUCHHS .

Brimeykazanneie  (GMIBTPBI SIBIAIOTCA aHAJOTaMH CHHYCHOro W KocuHycHoro KUX-
¢ubTpOB, BXOAAIMX B mpeoOpasoBanue Pypbe. OgHAKO 37€Ch TAaKKe 11eJIeco00pa3HO MeperTH K
YIPOILCHHBIM AITOPUTMaM C TpuMeHeHueM BoipaxkeHuid (3), (4). B wacTHOCTH, BO3MOXHO
HCTIOJIb30BaHNE OJTHOTO U3 CIEAYIOIINX BAPUAHTOB:

2 N 27z(k—1)j
X[n]=— - N+k]-| cos| ——= |+ |;
=2 St e e 24Dy )
2 N . 27r(k—1)j
X[n]=— —N+k]-|sif———= |[+hy |;
[n] N/Elx[n ] ( ( N 2 (8)
rae hy ¥ h, — mOCTOsSHHBIE KO3(PPHUIMEHTH, OOecleYnBarONIke TOJABICHUAE AarepUoIUIeCKON

COCTaBJISIONICH TPY 33JaHHOM 3HA4YeHUH . Pe3ynbTarel Beraucienus ko3pdUInueHToB sy uin b, npu
Pa3IMYHBIX 3HAYEHUSAX Y CBEJICHBI B Ta0M. 1.
Taoda. 1: 3nauenus KodpPUIMEHTOB A1, h, puiabTparmu no BeipaxenusMm (7), (8); N=20

Anroputm hy, hy
(BBIpaXKeHHUE) y=20 1/cek. =40 1/cex. y=60 1/cex. y=80 1/cek. y=100 1/cek. y=120 1/cex. | =140 l/cek.
(7) -0,01393022 -0,03537456 -0,06356735 -0,09748136 -0,13592737 -0,17765841 | -0,22146289
(8) -0,06225592 -0,12179187 -0,1773189 -0,22780965 -0,27254991 -0,31115033 | -0,34352339
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AJNTOpPUTMBI, OPUEHTHPOBAHHBIC Ha (DMIBTPAIMIO aNepPUOIUYECKON COCTABISIONICH W3
Jyarna3oHa 3HaYeHUN MOCTOSIHHON BPEMEHHU 3aTyXaHUsl.

B o0mem crmydae mocTOsIHHAs BpEMEHHU 3aTyXaHUSl aBapUUHBIX CHTHAJIOB TOKA Y SIBISIETCS
BEJIMYMHOW CIIy4allHOW W 3aBUCHT OT MapaMETPOB KOMITOHCHTOB JJICKTPO3HEPreTHUYCCKUX CHUCTEM
(ocobenno JIDII), xapakTepa 3aMbIKaHHS (METALTHICCKOE HIH Yepe3 MEePEeX0THOE CONPOTHUBIICHUE) U
psima npyrux (axTopoB. B TakoMm ciydae mudpoBas GUIbTpanys aBapUHHBIX TOKOB, PACCMOTPEHHAs
paHee, CTaHOBUTCS HEA((HEKTUBHOM BBHIY CYIIECTBECHHBIX OIIUOOK.

J1y1s mo1aBNieHUS anepruoIUUecKOl COCTABIISIONICH aBapUHHOTO TOKA B TUANa30HE 3HAYCHUN
MTOCTOSTHHON BPEMEHH 3aTyXaHH aBTOPaMU MPEIAaraeTcs HCII0JIb30BaTh CIEAYIONINH (GuimbTp

2 N . (27(k-1
X[n]l=— Zx[n—N+k]-sm(M—¢j; 9)
N4 N
CO CHeUUAbHBIM TOI00POM 3HaYeHHUs a30BOro yria ¢ (Tadm. 2).
Ta6J. 2: PacuerHrle 3HaueHus Pa3oBoro yria ¢
T, y=20 1/cek. | y=40 1/cek. | y=60 1/cex. | y=80 l/cek. | =100 l/cek. |y=120 1/cex.| y=140 l/cek.
N=20 /2,45 /2,55 /2,65 /2,77 /2,91 /3,09 /3,24
N=36 /2,3 /2,43 /2,5 /2,61 /2,74 /2,88 /3,03

BakHo, 4TO MpemIoKeHHbIH aIroOpuT™ (GHIBTPAIMK C UCroab3oBanueM (9) obecrieunBacT
MOJIABJICHHUE allepUOANYCCKON cocTaBisitolei (puc. 4,0), HapuMep, B Auana3oHe 3Ha4eHud y ot 0 1o
120 1/cek. ¢ mOTpeIIHOCTHIO, HE MpeBbIIarolei 5 % npu HacTpoiike Ha y=40 1/cek.

Yuueepcanvnvie _ancopummosl _yudpoeoii urbmpayuu ¢ 803MONCHOCHIbIO _NOOABAEHUS
anepuoduyeckoli _cocmagnarwuel. Hampumep, B pabore [6] mpennaraeTcs HCIIONB30BaHUE TpeEX
MOCJICIOBATEIbHBIX KOMIUICKCHBIX oT4yeToB Y[n], Y[n-1], Y[n-2], moiyueHHBIX, Hampumep, ¢
HOMOIIBI0  IBYXBBIOOPOUHOro anroputma (3) i peanu3aldy AOMOJHUTENBHOTO IH(POBOrO
¢bubTpa, KOTOPBIM MOTHOCTHIO HOAABISAET AIEPHOANIECKYIO COCTABIISIOLIYIO:

v Y=l ¥in 2],
d a - dfn]
oo s 2ty - e bl
B N~ Y[n—1]-a-Y[n-2]
rae Y[n]- pe3ynabraT MoaubHIPOBaHHOH KBaAPpaTypHOI 00pabOTKH IU(POBEIX OTYETOB aBAPUIHOTO
TOKa ¢ KOMIICHCAIIEH aneproIn4ecKOl COCTABISIOMIECH.

[lpuMeHeHHEe JOMONHUTENBHOTO IUPPOBOTO  (GUIBTpA CYIIECTBEHHO YBEIMYHBAET
BBEIYHCIIUTEIBHBIE 3aTpaThl. B cooTrBeTcTBHM ¢ [3] moiydaem, 9TO BBEIACHUE IOMOIHUTEILHOMN
¢wpTpanu TpeOyeT BBIYMCIMTENBHBIX 3aTpaT SKBUBAICHTHHIX 88 omepanuil IedcTBUTEIBHOTO
CIIOKEHHsI, OJHAKO OH OYEHb XOpOUIO JEeHCTBYeT B YCIOBHAX HaJIM4YMi alepHOIMYECKON
COCTAaBJISIIOLIE.

XapakTepucTUku UruppoBol (QUIBTPalM MTHOBEHHBIX 3HAYEHWH aBapUHHOIO TOKa C
YUYETOM aIllepPUOIUUECKON COCTABIISIOMIEH ILTIOCTPUPYET pHC. 2.

(10)

To3.2

Tlos. 1

Amax(f)
Amax(f)

| AX() |

£ T Y . l/cex £ Tu
a) 0) B)
Puc. 2: a) u B) AUX ¢wsTpos; 6) HopmupoBanHbie omMOKN GUIBTPALIMN arepuoaMIecKOi COCTaBISIOMIEH
npu N=20 ;1o3. 1 — KocuHycHbIH GUIBTP ¢ Koppekiwmei (12); no3. 2 — cuHycHbII GUIABTP U Koppekiueit (12).
3aMep KOMILIEKCHOTO CONPOTUBIICHUS C UCTIONb30BaHreM auddepeHnranbHpIX YpaBHEHUH JTHHUH
Hanpspkenue W TOK, TOJIYYEHHBIE MO BBIIIENPUBEICHHBIM aJIrOpUTMaM, TaKKe€ MOTYT
WCIIOJIb30BAThCS JUIS peain3alii 3aMepa KOMIUIEKCHOTO CONpOTUBICHHs. OTHAKO TaKKe CYIIECTBYET
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BapHaHT, MO3BOJISIONIUI YHTH OT KJIACCHUYECKOTO JCICHHS HANPSHKCHHUS HAa TOK — HCIIOJIb30BaHUC
nmud hepeHInaNbHBIX yPaBHEHHH JTHHAN.

BxojHOe HampspkeHHE W TOK B 3TOM cCiydae JIOJDKHBI OBITh IMOJBEPrHYTHl CHHYCHOU
KBanpaTypHoit ¢uistpaiu 1o  dopmyne (1). Hcnonp3ys OTGUIBTPOBAHHBIE PE3yJbTATHI,
HeoOXomuMo TIpoauddepeHIUpoBaTh BCE BXOJHBIE TOKH [0 BpPEMEHH. XOPOIIHE pPEe3yJbTaThl
MOJYYal0TCs P BBEJICHUU aIlPOKCUMAIIH BUIa

dilk] _ilk+1]—-i[k 1]
dt 2 At

W3BecTHO, 4TO MUCTAHIIMOHHAS 3alllMTa JIOJDKHA KOHTPOJIMPOBAThH IIECTh KOHTYPOB: TPHU
koHtypa (aza-zemns (40, BO, CO) u Tpu koHTypa «daza-daza» (4B, BC, CA), npu 3ToM Ha
OTJICNBHBII BXOJ] TEPMUHAJIA MOXKET OBITh 3aBeJIcHa cyMMa (ha3HBIX TOKOB IMapaLIeIbHON JIMHUH 3ig;.
st koHuTypa «da3za-daza» oduwmii Bun auddepeHIanTb-HOr0 ypaBHEHUS JUHUK B 3TOM CiTydae OyaeT:

~ (T (digalk]  digo[k]
uglk] —ugalk] = R1- (igalk] l(jJZ[k])"‘Ll{ 7

(11)

i (12)

rae R1 u L1 — conpoTuBieHre U MHAYKTUBHOCTH MIPSIMOM MOCIE0BAaTEILHOCTH, KOTOPBIE TpeOyeTCst
HaiitH, (b1 u 2 — napekceol pa3. Beenem ob6o3HaUeHNE:!

ulk] = g [K] - g [K] (13)

Jnst kouTypa daza-3emis oomuid BuA qudhepeHInanbHOTO YpaBHEHUS

dig[k : :
uqb[k]=Rl'(iqb[k]+kRE'3io[k]+kRp-3i02[k])+Ll~(lq;;t[]+kXE-ﬁ%[k]+k1gp-ﬁlg—f[kq (14)

3uauenue 3ig[k] onpenensiercss CcyMMUPOBaHHEM 3HAYECHUI (ha3HBIX TOKOB:
Bio[k] = ia[k] + iy[K] + ic[K] (15)
KoadduumeHTs! kgg, kyg, krp, kyp BBIMHCISIOTCS TIPEABAPUTEIILHO M BBOAATCS B TepMUHANL. DOPMYITbI
JUTSL MX HaXOXKJICHUS:
_RO-R1 _ X0- X1
T ert T e
p _ _Xp0

3-RL" T 3.x1°
Koadduuments! ulk], i[k] u Di[k] paccuutbiBaroTcs Tax:

i[k] =ig[kl+krE - Biglkl+krp - 3ig2lk], ulk]=uglk]

dig[k] d3ip[k] d3igo[k] (17)
L e L2 By .
arXETT g TRRPTT

kRE ’

(16)

kpp= kxp

Dilk] = i
Nunekc ¢ o3navaer dasy (4, B wiu C).
Hnst k+ 1- ro orcyera uMeeM aHaJOTHYHBIE MaTEMaTHYECKHUE COOTHOIICHUs. Mcmomb3ys
MOJTy4YeHHbIE 3HAYCHNUS, MO’)KHO HAWTH 3aMep KOMILIEKCHOTO COTMPOTHBIICHHS IO GOpMYyJiam:
_ ulk]- Dilk +1]—u[k +1]- Di[k] .
i[k]- Di[k +1]-i[k +1]- Di[k] '
ulk]-ilk +1] —ulk +1]-i[k
Xl:w"[]'[ ] .[ ][’] ’ (19)
ilk]- Di[k +1]—i[k +1]- Di[k]
rze  — Kpyroas yacrora. I'paduku 3aBucumoctu R(7) u X(f) 11 pa3muuHbIX METOIOB MIPUBEIICHBI HA
puc. 5

(18)

Hamypuvie sxcnepumenmol ¢ uugdpoeou urompayueil asapuiHsvix moxos.

[IpoBoaMIUCH SKCHEPUMEHTHI 110 HU(GPOBON GHIIBTPALIMN aBAPUHHBIX OCLHHIUIOTPAMM C SIPKO
BBIPQXEHHOH aneproandecKol cocTaBisomiei (puc. 3). B kadecTBe skcriepruMeHTaIbHON 6a3bl OBIITH
BeiOpana BJI 220 kB Apsamac-Ceprau ¢wmana OAO «D®CK E3C» - Hwmxkeropoackoe [TMOC.
Yacrora nuckperuzauuu coctasisuia 1800 I'n (N=36), a mapametpsl BJI u aBapuiiHO# ocmiorpaMm
CBEIEHEI B Ta0I. 3.

C yueroMm ynenbHbIX napamerpoB BJI 500, 220 kB Obuin momoOpaHbl K03 QUIMEHTHI Is
peanuzauu GriIbTpanuy 1o BeipaxkeHusM (7) - (9) ¢ noxasieHreM anepuoaMIecKON COCTABIISIOIICH:
ho=—0,21749667; h,= —0,05055037; ¢ = 7/2,57 .
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Puc. 3 — ApapwuifHas ocrmiuiorpaMma Toka nmospeskaenHoi ¢aser BJI 220 kB Apzamac-Ceprau
Ta6a. 3: Ilapamerpsr BJI u XapakTepuCTHKH OCHWILIOTPAaMM TOKOB KOPOTKOTO 3aMBIKAHUS,
MIPUBJICKAEMBIX AJIs1 HATYPHBIX 3KCIIEPUMEHTOB

Onenka 7, CeK.

Mapxa npososa | Jimsa BJL, kv OneHounble 3HaueHus 1, mo napamerpam BJI (7, npu metasummyeckoM | OLEHOYHOE 3HAYCHUE
K3) [7] T, o ocuuiuiorpaMme
Ry, OM/kM Xo, OM/kM T., cex. y, 1/cek.
0,02 cexk.
AC-300/39 109,4 0,098 0,429 0,014 72
511/ cek.

Ha puc. 4 nokazaHo MoBeJeHHE DPA3IUYHBIX AJTOPUTMOB NPH KOPOTKOM 3aMBIKAHUU Ha
IIpUMepe 3aMepa KOMILIEKCHOTO CONPOTUBIICHHUS.

Kax MoxxHO BUIETh, 3aMepHasl BETUYHMHA HE CPa3y MPUXOJIUT K YCTAHOBUBIIIEMYCS 3HaUEHHUIO,
T.K. B TeueHue 0.02 ¢ mocne Havajga 3aMbBIKaHUS B OKHE (MIBTPALMM OKAa3bIBAIOTCS OTCUETHI
JIOABAPUIHOTO PEKMMA, YTO OSKBHBAJECHTHO IOSIBICHUIO JOMOJHHUTENBHBIX, SPKO BBIPA)KEHHBIX
MOCTOPOHHUX KOMIIOHEHT B CIEKTpPEe CHUrHajla B JOCTATOYHO IIMPOKOM JHara3oHe YacToT.
[IpeumymiecTBOM B MOAOOHOH cuTyaruu o6JanaloT (QUIBTPHl, OCHOBAaHHBIE Ha CHHYCHOM, T.K. HX
K03()PULIHMEHTHI aMITTUTYTHOTO YCHJICHHUS IOCTOPOHHMX YacTOT B CPEITHEM CaMble HU3KUE.

Uro kacaercsi aqrOpUTMOB, MCIONB3YIOIUX KOCHHYCHBIM (WIBTP M €ro MOJU(HKAINH, TO,
HECMOTpSI Ha TO, YTO OHH HEMHOIrO JIy4llle TOJaBISeT alepHOANUYECKYI0 COCTAaBIISIONIYIO, WX
noBeZieHue B ciryyae peanbHoro K3 HecTaOuinbHO (JIoMaHble TMHUU Ha pHC. 4), 1 MOXKET IPUBECTH K
KpaTKOBPEMEHHBIM JIOXKHBIM CpabaThIBAaHUSIM PEJICHHON 3aIlUTHI.

a) 6)

Puc. 4 — I'paduku 3aBucumoctu X(f) u R(f) 1151 pasimUyYHBIX AITOPUTMOB (&), M rogorpadbl CONPOTHBICHUH (6)
Kommnencanus BINsTHHSA NEPeX0THOT0 CONPOTHBJICHHUSA
OOmumii MPUHIUIT KCIIOIB3YEMOT0 IIPH OnpeaeieHnl Mecta nospexaeHus (OMII) anropurma
KOMIIEHCAIIUY BIMSIHUAS TIEPEXOHOTO COMMPOTUBIICHUS IPUBEIEH Ha pHC. 44.
Jis KoMIeHcayy BIUSHUS IEPEXOAHOTO CONPOTUBIICHHUSI HEOOXOAUMO U3MEPAThH HANPsDKEHHUE
B MECT€ YCTaHOBKM 3alllUTHI TOTAa, KOrJa TOK B IMEPEXOAHOM CONPOTHUBICHUM [k MEPEXOIUT YeEpes3
HoJib [9, 10]. UToObl HaliTH ero a3y, UCHOIb3YETCs OMOPHBIN TOK [,,, IPUYEM OH BHIOHMpAETCS TakK,
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yTOOBI pa3HOCTh (a3 f (MHAYe Ha3bIBaeMas yIiIoM KOPPEKIUU) MexXIy I, u Ik He 3aBucena ot DJIC B
CXEMe€ 3aMEIICHHS U BEIMYNHBI TIEPEXOTHOTO COMTPOTHUBIICHUSI.

B pomu [,; MoryT BEICTYNaTh (yHKIIMH TOKOB 0OpaTHOM [, M HYNEBOH [y TIOCIEIOBATETFHOCTEH,
a TaKyKe YUCTO aBapUUHOIO TOKA [,, = [; — [, 7A€ [, — TOK MPEAIIECTBYIOUIEr0 HArPy304YHOTO peKUMa.
B [9] moka3aHO, YTO pacyeTHBIC BBIPAKEHUS 3TUX (YHKIUH 3aBUCIT OT BUJA 3aMbBIKAHUS U
MOBpeXAeHHBIX (a3. Hampumep, mpm oxnodazHOM 3amblkaHuu ¢aszel 4 B KadectBe [,; MOTYT
HCII0JIb30BaThCSl HEMOCPEICTBEHHO CAMHU TOKH 15, 1o, Io.

VYron f onpenenseTcst CTENEHbI0 HEOMHOPOAHOCTH CETH, T.€. HEMOCTOSHCTBOM OTHOIICHUS X/R
Yy pa3nu4yHBIX ee JJIeMeHTOB. /I ympomieHus BBIKIANOK MOXKHO TNPHUOIM3IUTENHFHO NPHUHATH
XIR = const, uemy coorBetcTByeT £ = 0.

Ha puc. 5a npencraBneHa BeKTOpHasl AMarpaMMa NP 3aMbIKaHUM Ha 3al[UINACMON JIMHUH.
[IpenronoxuM, 9TO OMOPHBIA TOK CTPOTO COBMAIAET C TOKOM B MECTE YCTAaHOBKH 3amuThl. OTpe3ok
OA npexacraBnsieT co00l M3MEpsEMOe B MECTE€ YCTAaHOBKH 3aIlMTHI compoTHBieHHe. Yepes Touky A
MIPOBEJIEM MpAMYIO 1, MapaieNbHyI0 OMOPHOMY TOKY ;. Uepe3 Touky O mpoBeieM NpsMyIo 2 MOf
YIJIOM @; K JEHUCTBUTEIBHOW OCH, TOrAa OTpe3ok OB OyIeT MpencTaBisaTh COOOH CONMPOTHUBICHUC
auHun po Ttouku K3 Z a OTpe3oK BA — mNorpemHocTsb AZHep, BHOCUMYIO MEPEXOJHBIM

=komm’
conpotuBieHueM. Ilo cyru, nnuHa otpe3ka OB ecThb paccTOsIHME OO MeCTa MOBPEKICHUS B
OTHOCHUTENIBHBIX €IMHUIAx. [ CpaBHEHWS Ha PUCYHKE TakkKe NpuBeneH oTpe3ok OC, KOTOpOMY
COOTBETCTBYET OTHOCHTEIIbHAS JUIMHA 3aIMIACMON JIMHUM U €€ MOJIHOE CONPOTUBICHUE Z

Takoli anropuTM, J[JOMOJHEHHBIH TOKOBHIMH ITyCKOBBIMH OpraHaMH BO H30ekaHHe
HECEJIEKTHBHOW Pa0OThl MpeJiaraeTcsl UCIOoiIb30BaTh B Ka4eCTBE MEPBOM CTYNEHU AUCTAHLIUOHHON
3aLIUTHL, U €T0 IPUMEHEHUE IT03BOJISIET 00ECIIEYUTh JOCTATOYHO BBICOKYIO YyBCTBUTENBLHOCTH pH K3
4yepes3 mepexoiHoe conpoTusieHue [11].

Ho cnenyer OTMETHTH OJHY HEMAJIOBAXXKHYIO JE€Talb: JAHHBIA QJITOPUTM, B OTJIIMYHE OT
JBYMEPHOTO 3aMepa KOMILJIEKCHOTO COIPOTHUBIICHUS, (POPMHUPYET OXHOMEPHBIN pe3yibTaT (AIHHY), U
MO3TOMY CHJIBHO YyBCTBHUTEJIEH K HAIHYHIO AllEPHOANYECKON COCTABIAIONIEW B NMEPBUYHBIX TOKAX U
HaIPSKEHUSIX.

PaccMoTpuM KOPOTKOE 3aMbIKaHUE C SIPKO BBIPAKEHHOM arnepuoUYECKOM COCTAaBIISAIOUIEN B
caMOM HadJajle CMEKHOW JIMHMH, TJe nepBas cTyneHb /I3 nelicTBoBaTh yxke He JoibkHA. Kak yxe
MOKa3bIBAIOCH  BBIIIE, OOBIYHBIH GuibTp @Dypbe YACTHYHO TMPOMYCTHT AaNepHOAHYECKYIO
COCTABIISIIONIYIO, B PE3YJIbTATE Yero 3aMEPEHHOE KOMIUIEKCHOE 3HAUEHHE MOTYYaeTCs KOJIEeOIMIOIIIMCS
BO BPEMEHM.

B cnyuae xnaccndeckoil AMCTAHIIMOHHOW 3aIUTHI ABYMEPHOE KOMIUIEKCHOE CONPOTHUBICHHE
BO BpeMsI TIEPEXOTHOTO MPOoIlecca B AIEKTPUIECKON CeTH Jaxe MpH IUIOX0H (GUIbTpalluy aBapuiiHOTO
CUTHaJIa He0OsA3aTeNIbHO MONAJeT B YCTABOUHYIO 00NACTbh, T.K. AJISI 3TOr0 TpedyeTcsl 0THOBPEMEHHOE
YMEHBLIECHUE 3aMepHBIX R 1 X.

A
C ,-‘.I 2 A e
4‘ A'chp P . 1
I e
-
Sann
ZIH\I
a) 0)
!nn
oL Z
Lg' nep
< R

Puc. 5 — OOmmii mpuHOXT pabOTHI aNTOPUTMA C KOMITEHCANIEH BIUSHUS MEPEX0AHOTO COMPOTUBIEHU (a) U
ero TMHAMUYECKHE XapaKTEPUCTHKH BO BPEMEHH (0).
B TO Xe camoe BpeMs [ aNropuTMa C KOMIIGHCAlMEH BIUSHUA IEPEXOJHOrO
COTPOTHUBIICHUSI, KOTOPHIA CHUJIBHO 3aBUCHT OT MPaBUIBHOCTH OMNpeAcicHHs (a3bl OMOPHOTO TOKA,
MoOOHBIE KONEOAHWs MOTYT TPHUBECTH K TOMY, YTO HW3MEPCHHAas JUIMHA MOXKET OKa3aThbCsi B
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JMarna3oHe cpabaThiBaHUS W IMOTPeOyeTCs JOMONHUTENbHOE 3arpyOnenue 3amuThl. [loatomy mis
obecrieyeHns] TPaBUIILHOW PabOThI TAKOTO aNrOPUTMa MPUICTCS XKJATh 3aBEPIICHUS TEPEXOTHOTO
npoiiecca JUIMHOW B HECKOJBKO NIEPUOIOB MPOMBIIIICHHON YaCTOTHI.

[IpuMeHeHnEe METOAMK TIOJIABJICHUS AalepPUOJUYCCKONH  COCTABISIONICH  OJIarONpHSTHO
CKa3bIBaeTCsl HA TUHAMUYECCKHUX CBOMCTBAX alTOPUTMA, TIO3BOJISAS CHIIBHO YMEHBIIUTH JTUTEIBHOCTh
ocmuANUHN (puc. 56), U, COOTBETCTBEHHO, 33JIEPXKKy B CpabaThIBaHUH.

3 3AKIIOYEHHUE

Hcmonp30BaHue HOBBIX YIPOIIEHHBIX aNTOPUTMOB HHU(PPOBBIX H3MEPUTENBHBIX OPraHOB Ha
OCHOBE COYETaHMs MOJABIAIONIEIO alepHOANYECKYI0 COCTaBISIIOMyI0 (uibTpa ¢ (uabTparnueit
«KOPOTKOTO OKHa» TMO3BOJISIET NPAKTUYECKH B JIBa pa3a CHU3UTH BHIYHCIUTCIBbHBIC 3aTPaThl U
YIIYYIIUTh TUHAMHYECKUE CBONCTBA IIU(PPOBBIX U3MEPUTEIBHBIX OPTaHOB PEIICHHON 3aIlUTHI.
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C.1.1-10. Oby4yaemble MOAYNM MUKPONPOLLECCOPHbIX 3aLUT NUHUN
aneKkTponepeaayu

10.41. JIsmen, M.B. MapTbinoB, A.A. Hecrepun
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Poccus
usmf_th@mail.ru

KJIFOUYEBBIE CJIOBA

Peneitnas 3amura, o0yueHHe, MOJIENH, YCIOBHOE OTOOpaKCHHE.

1 BBEJEHHUE

B nacrosmee Bpemsi HaOMroaeTcsi BHICOKAsh HHTEHCUBHOCTD MCCIIEOBAHUM, HAlIPaBJICHHBIX Ha
COBEpPILECHCTBOBAHUE alTOPUTMOB pesieiHON 3amuTbl u aBroMaTuku (P3A). Cnemyer oTMeTHTH
amepukanckyro kommanuio SEL, mBeackyto ABB, kuraiickyro NARI u ap. [louck addexkTuBHBIX
anroputMoB P3A Bemercst B 4€00KCapCKOM pelecTpOSHUH. DTHM BOIPOCAM TaKXKe TOCBAIICHBI TPYIbI
VHBIX OTE€YECTBEHHBIX LIKOJ PEIEHHON 3aIHTHI.

B nokname mpencTaBisSIOTCS METOABI OOBEAMHEHMsS WH(POpPMAIUMKM JUIs pelieHus 3amad P3A.
Hudopmanust 0 COCTOSHHM 3aIIMIAEMOro OObEKTa, MpeACTaBlIeHHass B OOBEKTHOM IPOCTPAHCTBE
COOTBETCTBYIOIIEH pPa3MEPHOCTH, OTOOpakaeTcsi Ha IUIOCKOCTSAX 3aMEpOB, KOTOPBIMH OIEPUPYIOT
monymu P3A. PaspaboranHeie MeTOABI OOy4YeHHS TMO3BOJISIIOT OOBEIUHWUTH BCIO HMMEIOIIYIOCS
MH(OpPMALIMIO B OTHOM aJITOPUTME ISl TOCTHKEHHUS] MAKCUMAJIbHO BO3MOXKHOW 4yBCTBUTEILHOCTH P3A
NPY FAPaHTUPOBAHHOMN CEJIEKTUBHOCTH.

2 COBMECTHOE OBYUYEHUE MOJYJIEN

Pexum paboThl 3amminaeMoro oOOBEKTa ONpPENeNsieTcsi €ro OOBEKTHBIMH IapaMeTpaMH.
Bapbupyemble napamMeTpbl 3aIIUIIAEMOr0 00bEKTa CIIy>KaT KOOpAHMHATAMH OOBEKTHOTO MPOCTPAHCTBA
C (puc.l) . Pexum 3ama€rcest TOUKOi B 3TOM npocTpancTse [1,2], KoopauHaThl KOTOPO# ONpenesstoT
BEKTOp OOBEKTHBIX MapameTpoB X. Hampumep, B TpEXMEpPHOM NPOCTPAHCTBE MapamMeTpoB

3alUIACMO JIMHUU  3JIEKTpOIiepeadn x=[xf,Rf-,5]T, rjae X, — pacCTOsHME MO0 MecTa
MOBPEIKACHHUS, R, — MEPEXOJHOC CONPOTHBICHUE B MECTC IOBPEXKICHHUS, 0 — Yrojl Mepeiadu.
MHoxecTBO pexuMoB 3amaércss obmacteio G C  (puc. 1). IlocpemctBoM mpeoOpa3zoBaHUs
z; = F;(X), BBINONHAEMOr0 HMMHTALMOHHOH MOJENBI0 OOBEKTA, PEKMM X OTOOpakaercs B
COOTBETCTBYIOILYI0 TOYKY Z; Ha i-Oi IUIOCKOCTH 3amMepoB. Bcé MHOxecTBO pexuMoB Xe€(G B

00BbEKTHOM IpocTpaHcTBe G 0TOOpa)kaeTcsl Ha i-0i INIOCKOCTH 00J1acThIO S; = F; (G) 3aMepoB Z; .

AJNBTEpHATUBHBIM [-peKUMOM pabOoTHI 3alIUIIAEMOro 00bEKTa Ha3bIBACTCSl PEXKHM, B KOTOPOM
3alMTa He JOJDKHA cpabaThiBaTh HU NPU KakuX ycJOBUSX. KOHTpOIMpyeMbIid 0-peXuM — PeXUM, B
KOTOpDOM peleliHas 3alluTa NpHu3BaHa cpalaTbiBaTh. 3agada OOy4yeHHs PENCHHOM 3aIIuUTBl — HE
JIOITYCTUTh CpabaThiBaHUsl B [-pexxuMax padoTel M obecreynTh cpabaThiBaHHE B MaKCUMallbHO
BO3MOXHOM YHUCJIE O.-PEKUMOB.
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OGnacth cpabaThIBaHUS MOIYJSl 3aIIUTHl OIpENeIseTcss Kak COOCTBEHHas 0-00JacTb
Soa =S \Sep =S \Sp — pasHocts orobpaxenuii obmacreii G, u Gp (puc.2). Ha mnepsoii

IUIOCKOCTH A1  ONpeAesiorest  OesycnoBHble  oTobpakenns S,y =Fy (Gy),  Spy =Fp1(Gp), nx
nepecedenue Sqa =S, (1S5 U cobcTBeHHAs 0-001aCTb Spq; = Sq \ Sypp - YClOBHBIE OTOOpAKEHUS

MIPUMEHSIOTCS, HAYMHAS CO BTOPOTO 3Tara 00y4YeHHsI PeIeHHON 3alTUThI.

A

\
s F ’

5,°

Puc. 1: nrocTpatus mporiecca 0ToOpaxxeHust 00JIacTH pSKHUMOB G Ha i-yI0 TIIOCKOCTh 3aMEPOB

ARfa,OM

X 3, KM

Puc. 2: Nroctpanus npoiiecca 0TOOpakeHus: 00JacTu pexxuMOoB G Ha TUIOCKOCTh 3aMEPOB A

VYcnoBus oToOpaskeHUsi Ha BTOPOM IUIOCKOCTH A; W TMOCHEAYIONIUX IUIOCKOCTSX CBSI3aHBI C
BEIJIETICHHEM TeX O- U [3-PeKUMOB, KOTOpPhIE HE yIalIOCh OTIUYUTH APYT OT JIpyra Ha TUIOCKOCTH A

(puc.3). CoOTBETCTBYIOIINE ONEPALIUN Fa_ll u FB_ll MIPEACTABIAIOT OO0 0OpaTHBIC TIPEOOpa3OBaAHMS

B3aUMHON 00nactu S,g, a nmMeHHo Gy =Foal(SaBI), Gp :Fb_ll(SaBl) U TeHeph yXe YCIOBHBIX

oroGpaxcennit Ha (rmockocts A2) Sgy =Fp(Gy), Spy' =Fpo(Gyy), tae B obmem ciywae

00Hapy»KHUTCA CBOS B3aMMHas 00JIaCTh Sggg =85 ﬂSBygn U OCTAIOIIAsACs IOCIE €€ MCKIIOUEHHS

061acTb cpabaTbIBaHUsI BTOPOTO MOLYIS Sy =S5 \Sg;“. Ecim 651 0ka3anoch, 4to obuacta Sy U

Sﬁygﬂ HE MEePECEKAr0TCs, 3TO 03HAYAJIO OBI, YTO HA TUIOCKOCTSAX A1 U A, BCE O-PEeXKUMBI U3 00BEKTHOM

obOnacTu pacrio3HaroTcs 0e3 u3bsATHH. OOy4eHHbIE MOAYJIM OOBEAUHSAIOTCSA COIJIACHO JIOTHMUYCCKOM
cxeMe 1o puc. 4.
Ho B o0miem ciyyae HapaliyvBaHUe TPYIITHI PACIIO3HAIOIINX MOAYJIEH MOTPEOYET MPOIOIIKESHHS

B TOI1 ke mocrnenoBarenbHocTH. COOTBETCTBYIOIINE MTPpeoOpa3oBaHusl okazaHbl B Ta0u. 1. Pexypcws,
opranusyemas ¢opmynamu Tabn. 1, 1OBOAMTCS A0 MOCIEAHEH IIOCKOCTH A,, a Janee MOXKET OBITh
BO3BpallleHa Ha TNIOCKOCTh A; HIIH e MMOBEPHYTa B OOpaTHOM HaIpaBJICHHH.
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Puc. 3: YcioBHOe 0TOOpakeHNE PEKUMOB Ha BTOPYIO INIOCKOCTB 3aMEpOB A,

S(ml 1
>
L &
SaBl e
Saz [P

Puc. 4: Jlornyeckas cxema MocieoBaTeIbHOM pacro3Haroeil CTpyKTyphl

Taou. 1: [IpeoOpa3oBanus py HapalIMBaHUU TPYIIIBHI PACTIO3HAIOIINX MOAYJIEH

HeiicTBue MaremaTH4YeCKOE BhIPAaXKEHUE
il HHU TeH o- U [-pEeKUMOB, H - -

Onpetreme TSl - & BN | G~ L (5%,). Oy~ i)
pacTo3HaHHBIX HA TUIOCKOCTH 4;_;
Orobpaxenne o0bekTHbIX oOOmacredt Gy, Y g (G ), S = F (G

o ai \ Ha,i-1 i Bi \ MB,i—1
Gp,i—| Ha MOCIIEAYIOLICH IIIOCKOCTH 4;
BrieneHie B3aMMHON 00JIACTH  OTOOpaKCHHS gyen _ gyer M gyer

offi — Mai i

PEXKHUMOB Sgg;

Brienenue odaactu cpabaTbiBaHUs { MOIYJIS gy _ g\ gy
aoi — Mai Bi

3 PACIHIO3HABAHME CJIOKHOI'O IOBPEXIEHUS SJIEKTPUYECKOMN CETA

B noxiame paccMoTpeH CHoco0 pacrmo3HaBaHMS CIIOKHOTO MOBPEKACHUS HIEKTPUYECKON
cucteMbl. ETo 0cOOEHHOCTD 3aKII0YaeTcsl B pa3iokKeHHH CI0XKHOTO MPOTHBOCTOSHUSA IPYIIIT PEXUMOB
Ha DJJIEMEHTapHble NPOTHBOCTOSHMA. [IpOTHBOCTOSHMEM Ha3bIBaeTCAd CHTyalHs, B KOTOPOH
HEOOX0MMO pa3rpaHu4uTh o- U PB-pexumsl [3]. IlpemioxkeHHBIII MeTOJ IMOKa3aH Ha HpUMEpe
pacro3HaBaHus MOBPEXICHNS KaKOM-THO0 (a3bl HIEKTPUUECKON ceTH, cKaxeM (a3l 4, BCICICTBHE
KaKoro-HHUOyIb HEMmoJHO(GA3HOTr0 3aMbIKaHUS Ha 3emito. MHpopmannoHHyo 0a3sy pacrno3Haomei
CTPYKTYpBI peJeHOW 3allUTHl B JaHHOW 3aJiadye COCTABJSIIOT TPU TOKa, HAONIOJaeMble B TEKYIEM
pekumMe anekTponepenadd. Murannonnas Mozienb NpuBeneHa Ha puc. 5. Bapbupyemble nmapameTpsl
npuBeiieHbl B Ta0n. 2. 3ameTnM, 4rto TpH AByX(asHeix 3emisiHeIXx K3 Bapeupyercss Ha OJHO
MePEX0/IHOE CONPOTHBIIEHUE Oonbiie, deM mnpu ofaHodaszHbix K3. dukcupoBaHbl HaNpsHKEHUS

uctounnkos: Eg =E, =Uy 4o, = (500/ x@) kB, nmunHa nunnm /=280 kM, nepBUYHBIE HAapaMeETPbl
JUHUH TIPSIMOW M HYJIEBOH IMOCIeNoBaTelbHOCTEH B OM/KM: Xlo =0,302, Rlo =0,12, X8 =0,696,

Rg =0,27 . IlpenenpHoe 3HAYEHUE Ry, NEPEXOTHBIX CONPOTHBIIEHUH B 0-PEKUMaX ONPEENANOCH U3

YCIIOBHS PaCO3HABAHMs BCETO MHOKECTBA Gy, MHAYE TOBOPS, U3 yCnoBuil Gy =Gy, Gog =0.
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E XX, Liw X» *fa XX, E,
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Puc. 5: IMutannoHHas MOJENb 3JEKTpoNepeaaun
lanpBaHWYecKas CBs3b C 3eMIICH ONHOM W3 (ha3 AIICKTPUUSCKON CHCTEMBI, B JAHHOM Cllydae
¢azer A,— croxHoe coObitre. CIIOKHOCTh OOYCJIOBIEHA, BO-TIEPBHIX, CYIIECTBOBAHHEM TpeEX

PasHOTHUIIHBIX O-PEeXUMOB: onHo(pazHoro K3 K% u nByxdasznex K3 K%%, K, ((lelg , & BO-BTOPBIX, UX

NPOTHUBOCTOSIHUEM € TpeMmsi [-pexxuMamu: oaHodazueiMu K3 Klglg, K(Clg u AByX(azHbIM Kél’clg.

Coznanre MHGOPMAIMOHHOTO MOPTPETa CTPYKTYPBI, PACIO3HAIOMICH CJIO0XHOE IOBPEKICHUES
00beKTa, HAUMHACTCS C Pa3TPAHUYCHHS TIPOTHBOCTOSIIINX 3neMeHTapHHx coOwITHii. B mannoii 3agaue

HACUUTBIBACTCS NEBATH TaKUX Hap, 0003HauaeMbIX 1Mo Timy K3 M 2K B C pa3deNuTeNbHON YepTOon

MEXIy 0003HAaUEHUSIMH COOTBETCTBYIOLIUX 0~ U B-PEKUMOB.

Tab.. 2: BappupyeMblie mapaMeTpbl IMHTAITMIOHHON MOJEIH IO pHC. 5

[Tapametps! o- 1 (Wn) B-peKUMOB Jmnama3oHbl I3MEHEHUS
X X B 0...
RwaRfBa’RfCa 0"'Rnpea
RfBBvR_fCB 0...0
szarg(z_;s/l_;r) -60°...60°
Xa 140...160.0 Om
X 100...110.0 Om
Xo0/Xa 04...05
X0/ X 2.5...3.0

Kaxxnoe sremMeHTapHOe IPOTHBOCTOSHUE PAa3peIIaeTCsi OTISNIbHBIM PACIIO3HAIOIINM MOYJIEM, a
BCSl PACIO3HAONIAs CTPYKTypa HACUHUTHIBACT JEBSTH MOJYJICH, TPYNIUPYEMBIX O TPU JIOTHYECKUMHU
oneparmsamu «1» (puc. 6).

WHdopMalimoHHBIH MTOPTPET paclo3HaloIel CTPYKTYpHI 1Mo puc. 6 mpexacrarieH B Tabdi. 3-4.
OmnpeneseH 3amep, pa3pellaromuii aBBTOHOMHO YacCTh 3JIEMEHTAPHBIX MPOTHBOCTOSIHUNA MEXAY O- U
B-pexxumamu. TakuMm 3aMepoM OKa3ajloCh OTHOIICHHE MEXIy TOKaMH OOpaTHOW W HyJIEBOH
nocnenosarenpHocTel [,/1y. C ero momoumplo ygaérces paspelldTbh YEThIpEe NPOTUBOCTOSHUS

Kglé |K1(91[§, KW |Kél), ,(41313 |K1(91§, (Cl Al& |K(l) u3 feBsaTH (Tabn. 3, MOKa3aH MpHUMEp Ul OJHOTO

1 o
3JIEMEHTAPHOIO IIPOTUBOCTOSIHUS K/g& |K BB ). Ocrarommecss NATh TPOTUBOCTOSHWUN HE yAaeTcs

pa3pennTh Ha OCHOBE KaKOro-1r00 OHOTO 3aMepa.
IIpuMeHsieTcss METOM TIOCICIOBATEIHBIX YCIOBHBIX OTOOPKEGHHU, M C €ro IOMOIIBIO

* *

ONpPEJIeTIAIOTCS JIOTIONHUTENbHbIN 3amep [1([,+/y), BKIIOYEHHE KOTOPOro B OOIIyI0 TpymHIy c
TIepBBIM 3aMepoM [, /[ TI03BOJISIET PENINTh OCTAONIYIOCS YacTh 331a4i. B COBOKYITHOCTH ¢ TIepBBIM

3aMCpOM OH MO3BOJIKICT  pa3pClINTh BCC IITh OCTArOIIMXCsA HpOTI/IBOCTO}IHI/Iﬁ - u

S Ko Kl | Kicg» Kl | K} KEaa| Kigy» K& |1 Ky, (a6, 4, mpusenén

IpUMEDP Pa3peIeHHUs OHOTO IPOTUBOCTOAHUS K M oK gclé ).

B-pexxumor K
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Puc. 6: CtpykTypa, pacno3Haromas Ipu4acTHOCTh (a3bl 4 K 3aMBIKAaHHIO Ha 3EMIIIO
Tabu1. 3: [IpoTUBOCTOSIHNE PEXKUMOB, pa3pelIaeMOe Ha OJHON IIOCKOCTH

PexyMeI 3amep 1,/1;,0.e.

o p
0 =
q
-0.2 Dyl
(1 (1 0.4
K Kp /
-0.6 \D
0.8 pl
05 0 05 1
Taoa. 4: [Ipumep pacniozHaBaHUS TPOTUBOCTOSHUSA Kfj& |K1(31'Cl[)3 Ha JBYX INIOCKOCTAX
Pexumbl 3amepsl
* * 2
o B I,11,,0.€. L(Iy+1e), A

10°

[o%)
[

k0| gl |

=
I
“%

4 DKBUBAJEHTHUPOBAHUWE DJEKTPUYECKOM CETH

B noknaze paccMoTpeHa 3ajadya SKBUBAJIEHTUPOBAHUS CJIOKHOM HMMHUTAIMOHHONM MOJENIHN
ANEKTPUYECKONH CEeTH. AKTyallbHOCTh 3aJlaydl IOJYEPKUBACTCI TeM OOCTOATEIhCTBOM, HTO
MMUTAIMOHHAsT MOJIeTh 00bEKTa NpU3BaHa 00ydYaTh €ro 3alUTy, OJHAKO UCIOIB30BAHUE CIIOKHOM
MHOFOHapaMeTqueCKOﬁ MOJCIIN HATAJKHUBACTCA Ha 3HAYUTCIIBHBIC BBIYMCIIUTCIIBHBIC TPYIHOCTH,
CBSI3aHHBIE C HEOOXOJAUMOCTBIO paciéTa Pa3BETBICHHON JICKTPUYECKOW CETH BO MHOTHX PEXHMaX €€
paboTel. Bo3nmkaer 3amada DKBHUBAICHTHPOBAHUS WCXOOHOW MOJETH MPOCTEHIIEH MOIEIBIO C
MUHHMJIBHBIM YUCIIOM BapbUPyEMBIX NapaMeTpoB. Takas BO3MOKHOCTb NMPENOCTABISETCS METOIOM

5
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SKBHBAJICHTHOTO TEHEPaTOpa, HO HEOOXOIMMO CIPABUTHCS C MPOOIEMON 3alaHus ero HmapaMeTpoB.
JormycTnm, >JIEeKTpUdecKas CeThb MO PHC./a MMEET HCXOAHYI0 MOJENb 1O puc.70, tae Ey,E,, E;—

OJC cucrem 3C1, IC2, 3C3, PC — pene conpotuBineHus. KpacHsiM 1iBeToM 0003HaueHsI yuacTku K3
B 30HE, CMHMM — BHE 30HbL. [ U — TOK U HampskeHUEe B MecTe HaOmoneHus, Z1,Z,,Z3—

CONPOTHBIICHUSI CHCTEM, Ry — IEPEXOLHOE CONMPOTUBICHHEC B - pexnmax K3 B 30He, Ry,
Rpy Rp3 — MEpEXoHbIC CONPOTHBICHUS B B-pexumax K3 BHE 30HBI, X fu— PacCTOAHME JI0 MeCTa
nospexkaeHust npu K3 B 30He, X g5),X /8, X g3 — paccTosHue 1o MecTa moBpexieHns mpu K3 sue

30HBI Ha COOTBETCTBYIOIIMX Y4YacTKaX, /,lp,/3 — JUMHBI NMHMHA >1exTponepenauu, [, — AnMHA

3amuiiaeMoi 30Hbl. CTaBUTCS 3a/a4a MPECTaBICHUS CETH OTHOCHTENBHO KOHIA 3aIIUIIaeMON 30HbI
SKBHUBAJICHTHBIMH I'€HEpPaTOpaMu O- U P-pekuMoB (puc. 8). 3HaueHHUS mapaMeTPOB CETH IIPHUBECHEBI B
Tabmn. 5, MManazoHOB M3MEHEHUs MapaMeTpoB — B TaOiu. 6. McxoaHas Monens mpu3BaHa OOYYHTh
SKBUBAJICHTHBIC MOJICITH.
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Puc. 8: DKBUBaNICHTHBIC MOJICIIH CETH: d - B O-peKUMaX, 6 - B B-perkuMax
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O06nactu

[4].
oTOOpakeHHM pa3omBaroTcs Ha N 2 gqueek. Te Napbl, COCTABJICHHBIE U3 SUYEEK Pa3HBbIX IJIOCKOCTEH,
KOTOpBIE HECYT MHPOPMAIIHAIO O PEKUMAaX IKBUBAJICHTUPYEMOW YaCTH CETH, BBISBIISIOTCS CIEAYIOIIM
oOpazom. [{nst kaxmoi sYeHKu ASy,, (puc. 9) Ha mepBOIi IJIOCKOCTH Zyp (i=1) ompenensercs

OKBHUBaJCHTHAS MOZACJIb CTPOUTCA Ha OCHOBC KJICTOYHOH CTPYKTYPBI

MHOXXECTBO OTOOPKAIOIMINXCS B HEH PEKHMOB AGlpq. OTH Ke pEeXHMBl OTOOpakaroTcs Ha
TUIOCKOCTH BTOPOTO mapameTpa F 5 B nozxobnactu S, (AGl pg ) , KOTOpast COAEPKUT MOIAMHOKECTBO
CBOHX ST9€eK, 00pa3yromux o0Iue KOJbI C STIeHKOi ASlpq repBoi Turockoctd (tadm. 7). IlogoGHas
orepaLus MPOBOIMTCS JUIS BCEX sHeeK 00MacTh Sy, M KaXI0M sHeHKe Ha MIOCKOCTH Z g CTABUTCH B
COOTBETCTBHE MOJMHOXKECTBO SU€eK IUIOCKOCTH K o - Kak cnencrBue, SKBHBaJICHTHAs MOJCIH
3agaércsi HAOOPOM sTYEeK Ha IUIOCKOCTIX £ »p U E.,g, @ KPOME TOrO rPAHHIHBIMU THHUAMH LinlL.

Tao.. 5: 3HaueHus mapaMeTPOB INEKTPHUUECKON CeTH

Mapamerp | E3/Ey,0.€. | &y, Tpan | 83, Tpan | L, kM | Iy , KM | I3, kM | I, kM | Z;, OM | Z3, Om

3HaueHHuE 1,05 0 -10 100 100 200 85 1+/10 1+57
TabJ1. 6: [lnanazoHsl U3MEHEHUS TAPAMETPOB AIEKTPUUECKOU CETH

[Mapamerp | E,/E;, 0.€. Sp,Tpan | Z,,Om | argZ,, rpag Ry, Om Ry, Om

Juanazon | 0,95...1,05 -30...30 1...10 70...90 0...100 0...0
Ta6u. 7: Kozl steek nofo6nact S, (AGy1010)

pp |21 |21 |21 |21 |22 |22 |22 |22 |22 |23 |23 |23 |23 |23 |24 |24

92 2 3 4 5 2 3 4 5 6 2 3 4 5 6 4 5

3agaya pemaercs MyTeM OTOOpaKEHUs! SKBHBAJICHTHBIX MapaMeTpPOB Ha JIBYX KOMIUIEKCHBIX
miockoctsax Z, u E,. Ha puc.9 nana numoctpanus a1 napaMmeTposB B-MoeIu.
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Puc. 9: PazOuenne npsMOyroJIbHUKOB, OXBATHIBAIOIINX OTOOPaYKeHHS SKBUBAICHTHBIX TApaMeTpoB Z o ¥

E, Ha N? =1600 sucex

Ha puc.10 mnokasana o0sacTb cpaOaTblBaHUSI peJl€ CONPOTHBICHHSA, OOYYEHHOTO OT

SKBUBAJICHTHOHW MOJIENIN CETH TPH IpoOieHnr obnactelt oToOpaxeHus e€ mapamMeTpoB Ha N 22100 u

N2 =1600 sueek. Kax BUJUM, C YBEIUYCHUEM YHCIIA SYEEK MOJEIb BCE 00jee OCBOOOXKIACTCS OT
M30BITOYHBIX PEKUMOB, NPUONIMKASICH MO CBOMM WH()OPMAIMOHHBIM CBOWCTBaM K HWCXOJHOM
AMHUTAIIMOHHON MOJEITH.
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Puc. 10: OroGpaxenue Ha IIOCKOCTH Z,. MHOXECTBA PEKMMOB HCXO/HOH M 9KBHBATICHTHON MO/IC/ICH

5 3AKIIIOYEHUE

1. TlpumeHeHHE TMOCIENOBATEILHOTO YCIOBHOTO OTOOpaKeHHs IpH OOyUYeHHH MOJIYJeH
PeNeiHOM 3aIUThI TO3BOJIAT MOBBICUTH €€ YyBCTBUTEIBHOCT PU T'APAHTUPOBAHHON CEJIIEKTUBHOCTH.
MeTonpl  YCIIOBHBIX OTOOpa)KEHHH CO3MIAIOT TEOPETHYECKYH 0a3y uia pa3pabOTKH alTOpHTMOB
00y4YeHHs1 MHOTOMEPHOH peNeiiHOM 3aluThI, ONEPUPYIOMIEH COBOKYITHOCTHIO 3aMEpOB, KaXKIBIH M3
KOTOPBIX 0TOOpakaeTcs Ha COOTBETCTBYIOIIEH YCTABOYHOM TIOCKOCTH.

2. WNHbopmannoHHas WHTEpHIpEeTanns TMOBPESKICHHUS 3aIIUIAeMOr0 OOBEKTa CTAHOBHUTCS
BeChbMa HarJsAHON B (opMe MPOTHBOCTOSIHUSI COBOKYITHOCTH 0- M [B-pexxumoB. [Ipu moctpoeHun
WHQOPMAIMOHHOTO MOpPTpeTa OCOOCHHO S(PQPEKTHBHO pa3/iejCHUE CIOKHOTO IMPOTHBOCTOSHHS Ha
3JIEMEHTapHBIE Hapbl MPOTUBOCTOSAIINX PEKUMOB C OOyUYECHHEM Ka)KJOT'O PACIIO3HAIOIIET0 MOIYJIS,
paspeliaonero OAHO W3 NPOTUBOCTOSHUM, HAa MUHHMMAIBbHO BO3MOXKHOM YHCJE YCTaBOYHBIX
IIJIOCKOCTEH.

3. 3ajanue mapamMeTpoB PKBUBAJICHTHOM MMUTAIIMOHHONW MOJIENIN OOJIACTAMHU Ha KOMIUIEKCHBIX
IUIOCKOCTSIX TI03BOJISIET BOCHPOM3BECTH B NPOCTEHIIEH MOJENH BCE PEXUMBI CIOXKHOM HCXOTHOMN
MOJIEIH.
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C.1.1-12. Cucrembl aBTOMaTM3aLumn NoaACcTaHLUMN Ha OCHOBE MOLLHbIX
MHOroyHKLUOHaNbHbIX MUKPONPOLLECCOPHbIX YCTPOUCTB.

B.1. KAIITYCTHUH, C.I. TOPEHKOB
000 «Cumenc»
Poccus
victor.kapustin@siemens.com

KJIFOUYEBBIE CJIOBA

HoBast xoHuenus peiaeiiHoN 3aIllUThl 1 aBTOMATHKH, TIOJHOE TyOIMpOBaHKE, KOMOMHAIMS 3alIUTHL,
ABTOMATUKH U HU3MEPEHHH B OJHOM YCTPOWCTBE, HOBOE MOKOJEHUE YCTPOMCTB peleHHON 3alIuTHI,
M3K 61850, mpoctota OOCITYy)KMBaHUs, MOBBIIICHHAS HAJCKHOCTh, CHI)KCHHBIC KalMTaJIbHbIC
3aTpaThl, CHW)KEHHBIE 3aTPaThl Ha 00CITyKUBaHHE.

1 BBEJIEHHME

Cymectyromass B Poccum HopmatuBHO-TexHHMUeckass mokymeHtarus (HT/]) omuckiBaet
TpeOOBaHUsI K BHIMOJIHEHHIO KOMIUIEKCOB P3A, onmupasich Ha MCTOPHUECKH CIIOKHUBILIEECS pasJielieHHE
(GYHKUIMI BTOPHYHBIX CHUCTEM Ha pEJICHHYIO 3allUTy, aBTOMAaTHKY, YIpaBlieHHE, CUTHAIHN3ALUIO,
OTIEpPaTUBHYIO OJIOKMPOBKY W U3MEpPEHHS JUIS BEJCHUS W KOHTPOJISI TEXHOJIOTHYECKoro mporecca. K
HacTosmeMy BpeMeHn B Poccuu yxke chopMmupoBaics Moaxo]l K BHIMOJHEHHIO KOMILIEKCoB P3A Ha
MHKpPOIIPOLIECCOPHBIX ~ yCTPOiCTBaX  (TEPMHHANAX) Pa3MYHbIX  MPOHM3BOJMTENCH, KOTOPBIi
NPAaKTUYECKH TIOJHOCTBIO IIOBTOPSIET WAEOJOTHIO pacmpenesieHus (QyHKIMH 1O  OTAENbHBIM
yCTpOICTBaM, HCIIONB30BABIIYIOCS B 3JEKTPOMEXAHHYECKMX M MHKPODJIEKTPOHHBIX YCTPOMCTBAX
P3A. Jlns obecriedeHust anmmapaTHOr0 M (DYHKIMOHANBHOTO PE3EPBUPOBAHWSI TPU BBHITOTHEHUU
kommiekca P3A  1000ro mpucOeAMHEHMS  MCTONbB3YETCSl HECKOJIbKO MHKPOIPOLIECCOPHBIX
tepmuHaioB. OOMeH HeoOXoauMol nHpopMalueit Mexay GyHkiusMu P3A 0HOrO NMPUCOSTUHEHNUS,
peayin3yeMbIMH B pPa3HBIX TE€PMHHAIAX, BBIMIONHAETCS C HCIOJIB30BAHHEM «IIOMEPEYHBIX)» CBS3EH,
KOTOpbIE OpraHM3ylOTCs JHOO MO «MEAW» C HCIOJIb30BAHUEM JAHUCKPETHBIX BXOJOB/BBIXOIOB
TepMuHanoB, nubo mnepenauei GOOSE-coobmenunii mo cranmapty MOK 61850, ®dynkuun
yIIpaBIieHHsI, CHTHAJIM3AIIUHI, OTIEPATUBHON OJIOKUPOBKH W M3MEPEHU, HEOOXOMMbIC JIJISl BEJCHUS U
KOHTpPOJII TEXHOJOTMYECKOTO IpOLECca, Ppealu3yloTcs, Kak TMpaBWIO, Ha KOHTpoJiepax
NPUCOCANHEHUH M W3MEPUTENbHBIX NPeo0pa3oBaTesiX aBTOMATU3MPOBAHHON CHCTEMBI YHpPABICHUS
texuosormueckumu nporeccamu (ACY TII). Obmen HeoOXomumonr wHpOpMAIUEH O TOJOKCHUH
KOMMYTAIIMOHHBIX allllapaToB MPUCOETUHEHHSI, COCTOSHUS UX MPUBOJIOB MEXy TepMuHaiaMu P3A u
koutpoiepamu ACY TII opranusyercsa Ttakxke Jmbo mo «Meam», nmbo nepemaderr GOOSE-
coobmmenuit mo crangapry MOK 61850. Ha Hair B3risa, Takue KOMIDIEKCH P3A uMeloT ciieayromue
HEJIOCTATKH: HEOOXOJIUMOCTh HCIIOJIL30BAHUS JIOBOJILHO OOJIBIIIOTO KOJMYECTBA TEPMHUHAIOB U
mKadoB, B KOTOpPHIE OHHM YCTAaHABIMBAIOTCS; HAJUYUE JOBOJBHO 3HAYUTENBHOTO 00BEMaA
«IIonepeyHbIX» CcBsi3el Mexny TepmuHanamMu P3A u xontpoimnepamu ACY TII. Bee ato ynopoxaer
CTOMMOCTh TaKHUX KOMIUIEKCOB W YCIIOKHSET WX O3KCIUTyaTallMOHHOE/TEXHHYECKOe OOCITy)KHBaHHE.
HUcnons3yemas uaeonorus pacupenenenus GyHkunii P3A mo otaenbHbIM ycTpoiicTBaM (TepMUHaiam)
TaKXe UMEET CBOU HEJIOCTATKU: pelicitHas 3amuTa u aBTomaruka (AIIB, YPOB) B Takux xoMIuiekcax,
KaK TIPaBWJIO, BBITONHICTCS B pasHbIXx TepmMuHanax. Oynkmum AIIB m YPOB peammsytorcs, kak
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NpaBUIIO, B TEPMUHANIAX YMPaBICHHS W MOHUTOPHUHIA COOTBETCTBYIOIIETO BBIKIIOYATENSI U HE
MpelyCMaTpPUBAETCS pe3epBUpOBaHue (IyOarpoBaHue) 3TUX QyHKIUNA. MeXay TeM, BEIBOI U3 PabOThI
(orcyrcTBre o KakuM-muOo mpuunHaMm) (yHkiuit AIIB 1 YPOB Ha Haxomsmemcs mox pabodum
HanpsDKEHUEM 3allMIIaeMOM MPUCOCAMHEHUH MPUBOIUT K Pa3IMYHBIM PEKUMHBIM OIPaHUYCHUSIM B
MpUJIETalolen CeTH.

[losBuBIIMECS B TOCIEIHEE BpeMsi Ha pPHIHKE HOBHIE MOIIHBIE MHOTO(YHKIIMOHAIBHBIE
MHKpOIIpOLIeCCOpHbIe ycTpolicTBa P3A, Hanpumep, cepun Siprotec 5 mpomssoxactea SIEMENS AG,
MO3BOJIAIOT peannu3oBarh Bce PpyHKIuKM P3A 1 BTOpuuHBIX cucteM moboro npucoeanHenus 110-750
kB B ogHOM ycTpoiictse. s BeImonHeHHs Bcex TpeboBanmii cymectByomux HT/] mo anmapatHoMy
1 (pyHKIIMOHATFHOMY DPE3ePBUPOBAHUIO TPEMJIAraeTcsl HCIMOIB30BaTh JBA YCTPOWCTBA C TIOJTHBIM
QyOIMpOBaHWEM BCEX OCHOBHBIX (PYHKIMHA. DTO MO3BOJSET PE3KO COKPATUTH KOJIUYECTBO YCTPOUCTB
(TepMmuHAITOB) W TIKa(OB, CHU3UTH CTOMMOCTH KOMIUIEKCAa BTOPHYHBIX CHCTEM M H30aBUTHCS OT
OOJBIIMHCTBA HEAOCTATKOB CYIIECTBYIONIMX B HACTOsAIIEe BpeMs KOMIUIeKCOB P3A u BTOpHYHBIX
CHCTEM.

2 OCHOBHAS YACTDH

Uneonorust  moctpoermss  cucteM P3A Ha  MOmMHBIX  MHOTO(YHKIIMOHAIHHBIX
MHUKPOTIPOLIECCOPHBIX  YCTPOMCTBAaX TpearnojaraeT TpYyNNUPOBKY W TpuBsA3Ky ¢(yHkomidi P3A
OTIMYHYIO OT NPHUHATOM B HacTosiee BpeMs. Bce ocHOBHBIE (QYHKIMM BTOPUYHBIX CHCTEM MOXHO
pas3AeIuTh O rPpyNnam:

1. Dynxuuum peneiinoi 3amuTel (P3);

2. Oynknum aBromatuku AIIB u YPOB (A);

3. OyHKIUY ynpaBiIeHUsS 1 MOHUTOpPUHTA BeIKitouaTens (Y MB);

4. OyHKUMM YIOpaBlICHUS KOMMYTAIIMOHHBIMU amnmnaparaMu (pa3beluHHUTENH, 3a3eMIISIOIIHIE
HOH) U oniepatuBHOM O610kupoBku (KA/OB);

5. OyHKIMM U3MEPEHUS AJIsl KOHTPOJIS TEXHOJIOTHYECKOro MpoLecca 3allUIIaeMOro IEPBUYHOIO
obopynosauus (MU3M).

B mepByto rpynmy P3 Bxoaut Bech HEOOXOAMMBIA Ha0Op OCHOBHBIX M PE3EPBHBIX 3alllHT,
KOTOPBI  3aBHCHUT OT THIIA 3allMIIaeMOr0 MPHUCOCAWHEHUWs  (JMHUS, TpaHchopmarop,
aBTOTpaHC(OPMaTOp, LIMHBI, OIIMHOBKA U T.1.). Bo Bropyto rpynmy A xomsat AIIB (TAIIB, OAIIB)
u YPOB, xortopeie 3amyckarorcsi mpu pabore QyHKiumid P3 mprcoemuHeHUsS W caMOCTOSTENBEHO
BO3JICMCTBYIOT Ha KOHKPETHBIM BBIKIIOYATEh 3alUIAEMOr0 IMPHUCOEAMHEHHUS WIHM BBIKIIOYATEIH
CMEXHBIX NpucoequHeHui. B Tpersio rpynny YMB Bxozsr ¢yHKIMH ONEpaTHBHOTO YHPABICHUS
KOHKPETHBIM BBIKJIIOUATEIIEM 3alHIAeMOro MPUCOSIUHEHHS KaK OT aBTOMaTH3MPOBAHHOTO pabovero
mecta onepatuBHoro nepconana ACY TII (APM OIl ACY TII), tak u «mo Mecty» (C JIMIEBOM
NaHeIu TepPMUHaa). 31eCh e BBIIOIHAETCS KOHTPOJb MOJO0XKEHHs BBIKIIOUATENs] U COCTOSIHUS €T0
NpUBOJAa YOpaBICHUS (KOHTPOJIb LEMeld COJEHOMAOB YIPABJICHUS, KOHTPOJIb TOTOBHOCTH,
MCIPAaBHOCTH TPUBOJA, KOHTPOJb IJIOTHOCTU 3jeraza U T.1.). OyHKIUH, BXOJAILINE B YETBEPTYIO
rpynnny KA/OB, peanusyioT ymnpaBieHHE pPa3beIUHUTEISIMH, 3a3eMIISIONIMMH  HOXAMH |
ONEpaTUBHYIO OJOKUPOBKY SYEHKM BBIKIIOYATENs, JOTMYHO TPHUBS3BIBAIOTCA K KOHKPETHOMY
BeIKiTIoUatemo. llsaras rpynma M3M Bemonaser m3mepenue B kmacce 0,5 (0,2) amexkTpuuecknx
senmund |, U, f, P, Q s3ammiiaeMoro npucoeninHeH s, JIOTHYHO MPHUBSI3bIBACTCS K 3allUIAeMOMY
npucoeiuHeHuo. llpy HanuuuM y 3allMINAeMOro MPHUCOEIMHEHHS TOJIBKO OAHOTO BBIKIHOYATEINS
MOKeT OBITh BKIIOYEHa Ha TpaHchopmatop Toka (TT) atoro BeIKIIOYaTENS.

[pemiaraempie B HACTOSIIEH CTAThE PEIICHHS JIAIOT BOBMOXKHOCTh Pean30BaTh QYHKIIMK BCEX
ISITU TPYII TPUCOCIMHEHUSI BCErO Ha JBYX YCTPOMCTBaX (TEpPMHUHANAX), MPEAyCMATPHBAIOT MOJIHOE
nyOnupoBaHue Bcex ocHOBHBIX (yHKuuil P3 u A. @ynkuun P3 npucoenunenus u ¢pyHKuuu A Bcex
BBIKJIFOUATENEN IPUCOSANHEHMSI BCEIIA PEATU3YIOTCS BMECTE B OJTHOM YCTpoMcTBe. Penelinas 3amura
B3aMMO/JICUCTBYET TOJBKO CO CBOEH aBTOMATHKOM BCEX BBIKJIIOYATENEH MNpUCOEAUHEHUs. Takum
obpazom, ¢ynkuuun AIIB u YPOB Bcerma ayOnupyroTcsi, mpH 3TOM MHPaKTUYECKH IOJTHOCTBIO
OTCYTCTBYIOT «IIOTIEPEYHBIE) CBSI3H.

[Mocrpoenne kommuiekca P3A u pacnpenenenne GpyHKIHMHA MO YCTPOWCTBAM 3aBHCHUT OT THIIA
pacIpeneNnuTeNbHOT0 YCTPOWCTBA, B KOTOPOM paclojaraeTcsl 3alluilaeMoe IpucoenuHeHue. B
KOMIUICKTHBIX pachpefeUTeNbHBIX yCTPOUCTBaX ¢ anera3oBodt miomsmuedn (KPYD) B mkadax
MecTHOTO ympaBieHus sueiikoir (IIIMY), B Hacrosmiee BpeMs, Kak IMPaBUJIO, YCTaHABIWBAIOTCS
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MUKPOIIPOILIECCOPHBIE YCTPONCTBA — KOHTPOJUIEPHI ympaBicHus. VIMEHHO B HHX TMpeaaraertcs
BBITIONHATG (DYHKIIMM YIPaBICHWS W MOHUTOPHHTA BbBIKIIOUarens saeiiku (YMB), dyakmun
yIpaBiIeHns KOMMYTaIlMOHHBIMH allllapaTaMyu 1 onepaTHBHYIO 0oKnpoBKy saetiku (KA/OB), a Takke
¢ynkuun nzmepenus (M3M) 6e3 pesepBupoBanus. Bee octansabie pynkuuu P3 n A peanusyrores c
MOJTHBIM AyONUpOBaHUEM B TepMuHaNax P3A, KOTOpBIE YCTaHABINBAIOTCA B TIOMEIICHUAX PEIIEHHBIX
3amoB. Takme ycrpoiictBa P3A oOecneunBaioTcs HEOOXOAMMBIM KOJHMYECTBOM JHUCKPETHBIX
BXOJIOB/BBIXOJIOB JIJI1 HE3aBUCHUMOW peanu3anuu  (YHKIMA aBTOMATHKH BCEX BBIKIIOYATEIICH
3alUIAEMOTO MPUCOCAUHEHHUS. Ecmu MPOEKTOM MpesycMaTpUBaeTCsI yCTaHOBKa
MHUKPOIIPOILIECCOPHOTO YCTPOWCTBA — KOHTPOJUIEpa YIPABICHUS SUYEHKOW B MKady YHpaBICHHS
BEIKITIOUatTenneM Ha OPY (¢ obecriedeHHEeM MHKPOKIMMATa M HAIEKHOTO MMHUTAHUS), paclpeneiieHnue
rpyni GYHKUOUHA M0 ycTpoHCcTBaM BBIMOJHSETCS Tak ke, Kak u it KPYD. Eciu, mo coobpakeHusam
HaAEKHOCTH, Takoi KoHTposuiep Ha OPY me ycramaBmuBaetcs, To ¢pyakmun YMB, KA/Ob u U3M
nmobaBmsroTest Kk TepmuHanaM P3A B OIIY 3a cuer pacmmpeHws ammapaTHOW 4YacTH MOAYJIBHOM
KOHCTpyKuuH. Jlanee nOpUBOIATCS cXeMBbl pachpeaefeHdss (QYHKIMHA BTOPHUYHBIX CHCTEM MpH
UCTIOJIb30BaHUU TepMHUHAIOB P3A 0e3 oTeNbHBIX KOHTPOJUIEPOB YIIPaBICHHUS.

JnHns 330-750 kB
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Puc. 1: Cxema pacrpeneneHust pyHKIHH BTOPHIHBIX cucteM JuHuN 330-750 B.

B cxeme Ha Puc. 1 nmokaszano pacnpeznencHie QyHKIMHA BTOPHUYHBIX CHUCTeM Juist JiuHUHA 330-
750 xB mpu OTCYTCTBHM OTAEIBHBIX KOHTPOJUIEPOB YNpaBiieHHs sUeiKaMH B mIKadax yHnpaBiIeHUs
BBIKJIFOYATEAMU. KakAplii TepMuHal yCTaHOBJIEH B OTHENbHBIA IIKad, TEPMHUHAIBI M MIKa(bI
abCOITIOTHO WJICHTHYHBI 10 BceM napamerpaM. Bee ¢yHkumu peneiinoit 3anmrel P3, aBTomatuku A u
usmepennii I3M  ny6nupytoresi, kpome YMB u KA/OB, koTtopbie [uisi MEPBOTO BBIKIHOYATEIIS
BBITMIOJHSIOTCSI B IEPBOM TEPMMHAJE, s BTOPOrO BBIKJIIOUATENss — BO BTOPOM TEPMHUHAJIE.
VYerpoiictBa  SiproteC 5 Takke NO3BOJISIIOT  BBINOJNHATH aBTOMATHYECKOE PpE3epPBUPOBAHHUE
(mepexiiodeHre) Iened HampsHKeHWs B caMOM  TepMuHaie. [l peann3annu  HEOOXOIWMOTO
ITOpPUTMa MEPEKIIIOUEHHS Lenel HapsDKEHNs UCTIONB3YeTCsl CBOOOIHO MpOorpaMMHUpyeMast JIOTHKa.
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Puc. 2: Cxema B3aumo[eiicTBrs GYHKINI BHYTPH TEPMHUHANA M C BHCITHIMH yCTPOHCTBaMHU.

B cxeme Ha Puc. 2 mokazano B3aumo/ieiicTBie (PYHKIINH BHYTPH TEPMHUHATA M C BHEITHUMH
ycTpoiictBamu. Cxema mpuBe[eHa ISl OAHOTO TepMHUHAalla, cXeéMa BTOPOro TepMUHAalla TOJHOCTHIO
COOTBETCTBYET NMPUBEAEHHON 3a UCKIIOYEHHUEM TOTO, YTO J[Ba MOCIEIHHX (DYHKIMOHAIBHBIX OJIOKa
peammsyror YMB 2B u KA/OB sueiiku 2B. Bcee ¢yHkuun peneiiHoit 3ammutbl P3 mOMHOCTHIO
nyonupyiores, ¢(yakuun aBromatukn A (OAIIB, TAIIB co Bcemu BHIaMH KOHTpPOJIEH
OTCYTCTBHS/HAIMYHS HANpPsDKEHUS/CHHXPOHU3Ma/ynaBiuBanusl cuHXpoHM3Ma U YPOB) Taxke
nyonupyroTes i1 o0oux Belkitodarened. OOMeH curHanamu Mexay ¢yHkuusmu P3 u aBromaTuku A
BCETO 3AIUINAEMOI0 NPUCOEINHEHUS BBHINOJHICTCS BHYTPU TepMHHana. s MCKIIOYEHUS HOTEeph
¢bynkuuit  aBromatuku npucoenuHenuss (AIIB m YPOB) B Kaxaplii TepMHUHaN JUCKPETHBIMHU
CUTHAJIaMH TI0 «MEJU» U3 MPUBOJOB BBIKIIOUATENEH 3aBOMUTCA MH(OpPMAIUS O MOJOXKECHUU 000HMX
BBIKJIFOYATEJIeH, TOTOBHOCTH W COCTOSIHUM HMX TNPHBOAOB (4 cUrHama Juid KaXIOrO BBIKIIOYATEIIs
npucoeqMHeHmid, He obOopynoBaHHbIXx OAIIB u 8 CcHTHaNoOB /i KaXAOrO BBIKIHOYATENS
npucoeauHeHuid, obopynosanueix OAIIB). [lpu BeIBose M3 paboOThl MO KAaKUM-JIMOO MPUYHHAM
OHOTO W3 TepMHHaIOB Bce QyHKouM P3 m A 1na oOoux BBIKIIOUATENEH NPHCOEIUHEHUS
COXPAHSIOTCS B ITOJTHOM 00BEMeE, TepsieTcsl TOJIbKO BO3MOKHOCTH ynpasienus ¢ APM OIl ACY TII
OIHMM W3 BBHIKJIIOYATENIed M yIpaBiieHHe KOMMYTAIlMOHHBIMH ammapataMyd ero suevkn. Ha sTor
clly4ail IpelyCMOTPEHa BO3MOXKHOCTh «MECTHOTO» ((YHKIMS aBTOMATHKH HMCIPAaBHOTO TEPMHHAJIA)
YIPABIEHUS STUM BBIKIIOYATEIIEM.

I[Ipu mnoctpoennu komiuiekcoB P3A s TpaHcopmaropoB U  aBTOTpaHC(HOPMATOPOB
WCTIONIB3YIOTCS T€ )K€ MIPHUHITUIIBI, OJJHAKO 3/IECh IMEIOTCS HEKOTOPbIE OTINYHSL.
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Puc. 3: Cxema pacnpeaeneHusi GyHKIMI BTOPHUHBIX CUCTeM aBTOTpaHchopmaropa 220/110 kB.

B cxeme ma Puc. 3 mokaszaHo pacmpeneneHne (QyHKIWH BTOPUYHBIX CHCTEM A
aBToTpaHcdopmatopa 220/110 kB npu oTCyTCTBUM OTIAECIBHBIX KOHTPOJUIEPOB YIIPABICHHUS B MIKa(ax
ynpasnenus BoikmouatensiMu 110, 220 xB. Bce ocHoBHble ¢(yHKumMu peneinoit 3amutel P3 un
aBTOMAaTUKH A 31ech TaKKe Bcerna ayOnmupyroTcs, Jake €clid OTCYTCTBYeT TpeOoBaHHE K
nyonupoBanuio auddepeHnnanbHo 3amuThel aBrorpanchopmaropa (I3T). B mepom Tepmunane
BBITIOJTHSAIOTCA pe3epBHble 3auuThl ctopoHsl BH (3 u T3HII), Bo BropoM TepMuHaie — pe3epBHBIE
3amuThl ctopoHbl CH. Tepmunansr 7UT86, B KOTOPBIX pean3ylOTCsl OCHOBHBIE (PDYHKIIUW PETEHOM
3amuThl P3 1 aBTOMaTHKH A, 110 Habopy QyHKIMI HE MOTHOCTHIO HACHTHYHBL. Bo BTOpOM TepMuHale
JIOTIOJTHUTENBHO Peann3yeTcsi QyHKIUS aBTOMaTHYECKOTO PETYIMPOBaHUs HANpsDKeHUs (YIpaBlIeHHs
ycrpoiictBom PITH) aBroTpancdhopmaropa. B mepBom mikady yCTaHaBIMBAeTCS, BMECTE C
tepmuHajgoM 7UT86, Bropo#t TepmuHan, peanusyoomuid (GyHKuH auddepeHIraabHON 3alUThl
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ourMHOBKY HH3Koro Hanpspkenus (130 HH), KOHTpois M30JSILUH OIIMHOBKH HU3KOTO HANPSHKCHHS
AT (KM HH), xoHTposiss HCHpaBHOCTH Ilemneil TpaHchopmaropa HaIpsHKEHHS CTOPOHBI HHU3KOTO
nanpsbxerus (KW TH HH), mamepenns croponst HH aBToTpancdopmaropa.

[Ipu moaxmoyeHnu TpaHcpopmaropa, aBToTpaHchopmaropa mo cropoHam BH w/mmum CH
4yepe3 aBa Beikiarouarens ¢GyHkiud aBromatuku (AIIB, YPOB), YMB, KA/OB cooTBEeTCTBYOIIHX
BBIKJTIOYATENICd W3 TEPMHHAJIOB OCHOBHBIX 3aIUT MEPEHOCATCS B TEPMHUHAIBI MU depeHInanbHON
3alUThl OUTMHOBKH cOOTBeTCTBYIOMICH cTopoHs! (30 BH, 130 CH), koTophie UMEIOT TOKOBBIC IIEITH
COOTBETCTBYIOIIMX BBHIKIIOYaTesnedl. TepMuHanbl peJeiHONW 3amuThl  TpaHcHOpMaTopoB U
aBTOTPAaHCPOPMATOPOB TPH ATOM PEATH3YIOT TOJNBKO QyHKInU P3, a KakIelid TepMUHAT pelerHON
3aIUTHl OMMHOBKY mmoMuMo ¢yHKImiA P3 peanmusyer takke ¢yakmun apromaTuku (AIIB u YPOB)
o0oux Beikmouateneit, pynkuun YMB, KA/OBb u U3M kontponupyemoit siuetiku. @ynkuun AIIB u
YPOB Ttakxke myomupytorcss B obomx TepmuHanax J[30 cooTBeTCTByIOMmIEH CTOPOHBI I 00OMX
BBIKJTFOUaTENEH.

[Ipennaraemoe  moctpoenue  komiuiekcoB  P3A  nunuii, TpanchopMmMatopoB
aBTOTPaHCPOPMATOPOB aBTOMATHYECKH pemaeT NpolieMbl ¢ oOecreueHHeM pasHBIX PEXHMOB
pabotsr AIIB u YPOB cpenHero BBIKIIOYATENs] TOJXYTOPHOW CXEMBI NPH OTKIIOUYEHHH 3TOTO
BBIKJIIOYATEJIA OT 3alIUT MPUJICTAOINX HpI/ICOGI[I/IHCHI/II\/'I.

N1 Jl
1CW 1cul

2cu 2cuW AT (Tp)

N2

Puc. 4: [loaxitoueHue NpucoeIMHEHUH B IOJIYyTOPHOM CXEME.

Oynkuun AIIB uMmerorcs B kaxaoM w3 IByx TepMmuHaloB P3A o0oux mpucoenuHeHui, Ha
CpPEeIHUI BBIKJIOYATENb, KOTOPBIH SBISETCS OOLIMM IS 3TUX HPUCOCAUHEHHH, BO3JCHUCTBYIOT
HezaBucuMble (yHKuE  AIIB  o0oux mnpucoenmnenuii. Anroputm pabotel AlIB  cpemHero
BBIKJIFOYATENS] 3aBUCUT OT TOTO, 3aIIUTHI KAKOTO NMPUCOEANHEHUS OTKIIOYAI BBIKIIOYATENb. Tak Kak
ATIB KaX70T0 MPUCOEAMHEHHS 3aITyCKAeTCs/OIOKUPYETCS TOIBKO OT 3aIlUT CBOETO MPHUCOCIMHEHHUS,
OYeHb TMPOCTO pEeIIaeTcsi BOMpOC OOecTedYeHHs pa3HbIX pexuMOB padotel AlIB mo ycnmoBusm
KOHTPOJISI HANIPsDKEHUS/CHHXPOHHU3MA, BBIIEPKKE BpeMeHH OecToKoBOM mayssl, 1o Buay (OAIIB umun
TAIIB) mpu pa0oTte 3amuT CMEXHBIX MPHUCOEIWHEHHWA AJs 00mero Mt HUX BhIKItoudarens. YPOB
CPETHETO BHIKJIIOYATEIIS TaK e UMEETCS B KaXJI0M CMEKHOM mpucoenuuenuu. [Tyck YPOB kaxmoro
MIPUCOEINHEHUS] TaK € BBINOIHAETCA TOJIBKO OT 3aLUT CBOETO NMPHUCOSAMHEHUS, YTO IO3BOJSET
BBIOMpATh pa3Hble YCTAaBKU MO TOKy KoHTpossi Mt YPOB nuauum u YPOB T, AT, oGecneunBas
OTCTPOHKY OT EMKOCTHOTO ToKa B Y POB nuanm u Heo6xoanmyto gyBcTBUTeNbHOCTh Y POB 3amut T,
AT npu K3 3a Tokoorpannunparonium peakropom ctoponst HH.

3 3AKJ/IIOYEHME

[Ipennaraemast WACOJOTHS MOCTPOSHUS cucTeM P3A Ha MOIIHBIX MHOTO(YHKIIMOHAJIBHBIX
MUKPOIIPOILIECCOPHBIX YCTPOMCTBAX MO3BOJSET Pean30BaTh (DYHKIIUH BTOPHYHBIX CHCTEM Pa3IMYHBIX
MPUCOEIMHEHUN BCEro Ha ABYX OJIMHAKOBBIX TEPMHUHANAaX, YCTAHOBJICHHBIX B JABYX HE3aBHUCHUMBIX
mkadax, U 1aeT CIACAYIOIINE IPEUMYIICCTRA:

- COKpaImaeTcss CTOMMOCTh BTOPHIHBIX CHCTEM;

- COKpaIiaeTcs dKCIUTyaTallMOHHBIE 3aTPaThl HA COJIEPXKAHUE TAKUX CUCTEM;
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- COKpallaeTcs IIoaas MOMEIICHUH, HEOOXOJUMBIX sl pa3MeLIeHUs] KOMILUIeKcoB P3A;

- COKpAIaeTcsi CTOMMOCTh COOPYKEHHSI TOMEIEeH U st 00opynoBanus P3A;

- COKpAIAIOTCs JKCIUTyaTal[MOHHBIE 3aTpaThl Ha COAEpPXKAHHWE ITHX IOMEIIEHUI B TEUYECHHE
JUTUTENTFHOTO CPOKa AKCILTyaTaluH;

- monHoe ryOnmpoBanme ocHOBHBIX ¢GyHKImiA P3 u aBromatmku (AIIB, YPOB) mosbimaer
HaAEKHOCTh (DYHKIIMOHUPOBAHUS BCETO BTOPHUYHOTO KOMIDIEKCA M FWCKIIFOYAeT BO3MOYKHOCTH
BBEJICHUS Pa3IUYHBIX PEKUMHBIX OTPAHUYCHUN B MPUIICTAIONICH CETH NPU BBIBOJAC M3 Pa0OTHI IO
KaKUM-TTHOO MIPUYMHAM OJHOTO U3 TEPMHHAJIOB,

- obecneunBaeTcs ymoOCTBO BBIBOJA OJHOTO KOMIUIEKTA W3 pabOT ISl TEXHUYECKOTO
0o0CTyXMBaHHSI M TECTHPOBAaHWA, NMPH AToM (pyHKIHMH P3 MOryT OBITH MPOTECTHPOBAHBI BMECTE C
(YHKIMSIMA aBTOMATHKH;

- OTHOTHITHOCTHh KOMIUIEKTOB YIIPOIIAET X TEXHHYECKOE 00CTYKIBAHHE;

- OCHOBHOH ¥ 3HAYMMBIA 17151 (YHKIIMOHUPOBAHUS OOMeH WH(pOpManuei MeXIy OTACTHHBIMU
¢ynkuusMu P3 1 aBTOMAaTHKHU BBIMOTHIETCS BHYTPY TEPMUHAJTIOB 0€3 UCIIOIb30BAHUS «ITOTIEPEUHBIX)
CBsI3EH MEXAy TEepMUHAIAMH, YTO TMOBBIIIAET HAASKHOCTh M YNPOMIAET SKCIUTyaTallHOHHOE
oOciyXBaHHE;

- B MOJYTOPHBIX CXEMaxX IMOJAKIHOYCHHA HpI/ICOGIlI/IHCHI/Iﬁ IMPpOCTO U JIOTUYHO O6€CHC‘H/IB36TC51
peanuzanysi pa3HbIX anropuTMOB paboTbl AIIB, BO3MOXKHOCTH BBIOOpa pasHBIX YCTaBOK IO TOKY
KoHTpoJis1 YPOB cpennero BeIKItOYaTENS NPU ACUCTBUU 3aIIUT CMEXHBIX TPUCOCIUHEHUH;

- W3-32 OTCYTCTBHSI «IIOIIEPEUHBIX» CBA3EH MEXAy AYONUPYIOMIMMH KOMIUIEKTaMH, BTOPOU
(myOnupyroIIMii) KOMIUIEKT BTOPHUYHBIX CHCTEM MOXKHO BBINOJHUTh HA YCTPOKMCTBE JAPYroro
MIPOU3BOAUTETIS,

- TPU BBHIOJHEHWH (QYHKIMA YOpaBIeHWs W MOHUTOPHHTA BBIKIIOUATENS, YIPAaBICHUS
KOMMYTallMOHHBIMH allllapaTaMy, OIEPaTHBHON OJIOKUPOBKM Ha «IOJIEBOM» YpOBHE B HIKadax
mectHoro ympasienus (IIMY) KPYD wiu B mkadax ynpasnenus (LLIY) na OPY, oHu MOryT OBITH
pean30BaHbI Jake Ha 000pyIOBAaHUH TPETHETO MTPOU3BOIUTEIS.
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